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The process of hiding classified information can take advantage of the 

steganography method. However, media such as images, audio or video 

is not efficient, due to the large size of the media, making text media a 

great solution for hiding confidential information. In 2011, a new 

steganographic method was introduced that uses special code generation 

based on the use of unlimited articles or on conjunctions with nouns that 

are not specific or specific to English. A new code representation method 

Secret Steganography Code for Embedding (SSCE) was also used to 

increase security. However, there is a problem with the application of this 

text steganography method, namely that the secret message has not been 

compressed, where if the cover text is smaller than the secret message, 

the secret message cannot be inserted into the cover text. To solve this 

problem, a text compression method can be applied. One of the 

compression methods that can be applied is the T-Code text compression 

method. The T-Code method uses the concept of iterative code 

construction and self-synchronization to compress and decompress text. 

From the testing process, information was obtained that every change of 

letter or word in the position where the secret message bit is attached will 

cause the secret message that is extracted to become chaotic and the T-

Code compression method can increase the capacity of the cover 

document by 10.61%. 
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1. Introduction 

 

During the development of computer and communication technology, the process of sending electronic 

messages is prone to wiretapping. This causes the transmission of confidential information using computer 

technology to be secured before sending.  

Steganography is an art and technique that will be used to insert messages into a medium. This 

steganography technique is very different from cryptography, which only scrambles messages so that they 

cannot be understood, but third parties can detect the presence of data (ciphertext), because the results of 

cryptography themselves are data that are different from the original form and as if the data is messy, but can 

be returned. into shape. Meanwhile, steganography discusses how a message can be inserted into a media, 

both images, audio and video, so that third parties cannot realize this because steganography techniques take 

advantage of the limitations of the human sensory system such as the eyes and ears. One type of 

steganography method that can be used is the text steganography method (Darwis and Kisworo, 2017).  

One of the text steganography methods that can be used is a new steganography method that uses 

special code generation and the new Secret Steganography Code for Embedding (SSCE) code representation 

method. The process begins by encoding each character of the secret message using the SSCE value. The 

encoded result will be pasted into the cover text. This method is an integrated approach of secret code 

generator with text steganography method. Combining the two approaches to the paste algorithm will 

increase the security of the pasting of secret messages (Banerjee, Bhattacharyya and Sanyal, 2011).  

However, there is a problem with the application of this text steganography method, namely that the 

secret message has not been compressed, where if the cover text is smaller than the secret message, the secret 

message cannot be inserted into the cover text. To solve this problem, a text compression method can be 
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applied. The compression process aims to reduce the size of the data by considering the quality of the data 

which is still sufficient to be enjoyed. One of the compression methods that can be applied is the T-Code text 

compression method. The T-Code method uses the concept of iterative code construction and self-

synchronization to compress and decompress text.  

Based on the description above, it is known that this text steganography method is able to increase the 

security of the embedding of secret files and this method is still relatively new. Meanwhile, to increase the 

capacity of the cover text, the T-Code text compression method will be applied. 

 

2. Methods 

 

2.1. Steganography 

Steganography is the art and science of writing hidden messages or hiding messages in a way so that 

apart from the sender and the recipient, no one knows or realizes that there is a secret message. The word 

"steganography" comes from the Greek steganos, which means "hidden or covert", and graphein, "to write" 

(Ardiansyah and Kurniasih, 2018). 

A. Steganography Media 

According to Nosrati et al (2011), the type of media used for steganography is divided into three 

categories, text, image and sound (Figure 1). 

 
Fig 1. Steganographic media type diagram 

 

B. Text Steganography 

Text steganography is a method that uses written natural language to hide a secret message. The 

advantages of text steganography when compared to using images or audio are the small memory 

requirements and the easier communication process.  

Text steganography can be classified into three types, namely format-based, random and statistical 

generation and linguistic method, as shown in the following figure: 

 
Fig 2. Three Types of Categories of Text Steganography 

 

Format based method uses and changes the format of the cover text to hide data. This method doesn't 

change any word or sentence, so it doesn't change the value of the cover text. In this method, a blank space 

can be added behind each word, sentence or paragraph. A single space will be represented as '0' and two 

consecutive spaces will be represented as '1'. Although only small data can be hidden in a document, this 

method can be applied to most types of text. 

Random and statistical generation methods are used to generate cover texts automatically based on the 

statistical characteristics of the language. This method uses sample grammar to produce cover text in a 

specific natural language. Probabilistic context-free grammar (PCFG) is a commonly used language model 

where each transformation rule of a context-free grammar has a probability. 

The linguistic method considers the linguistic features of the text in order to modify it. This method 

uses the linguistic structure of the message as a place to hide information.  

2.2. SSCE Text Steganography Method 

This technique will first encrypt a message using the SSCE table and then paste the ciphertext on a 

cover file by inserting articles a or an with non-specific nouns in English using certain mapping techniques. 

The position of the attachment is encrypted using the same SSCE table and stored in a different file which 

will be transmitted to the recipient securely together with the stego file (Monika Agarwal, 2013). 

The block diagram of a text steganographic model with a secret key can be seen in the following figure: 
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Fig 3. Text Steganography Model 

 

The input message can be of any digital form and will be treated as a string of bits. First, the input 

message will be encrypted using a new code generation technique (Secret Steganography Code for 

Embedding / SSCE). This encrypted message generates a secret key. To increase the level of security, SSCE 

code representations are used to encrypt messages and secret messages will be attached to the cover text by 

entering the word 'a' or 'an' in the conjunction based on the mapping information in Figure 4.To obtain stego 

text (stego text). On the receiving end, a reverse operation will be performed to obtain classified information. 

 
Fig 4. Mapping Techniques 

A. Special Code Generation Algorithm for Message Encryption / Decryption 

The following details the special code generation algorithm for encryption and decryption of the entered 

secret message: 

a. Select the message and take characters one by one. 

b. Convert to ASCII Code form. 

c. Convert ASCII code to SSCE value using the following Table 1: 

Table 1 

Convert ASCII code to SSCE 

 
d. Convert back to character form. 

e. Convert characters to binary ASCII Code form. 

(Indradip Banerjee, et.al., 2011) 

B. Special Code Generation Algorithm for Message Embedding 

The following details the special code generation algorithm for pasting secret messages on the cover 

text document: 

a) Select a message and encrypt messages with SSCE value. 

b) Select a cover text to paste the message. Check whether the encrypted messages could be embedded or 

not. If not, then reselect the cover text. 



Analysis of T-Code Compression Methods to Increase Capacity of SSCE Method - Marzuki Leo, at all 

1679 

Accredited “Rank 4”(Sinta 4), DIKTI, No. 36/E/KPT/2019, December 13th 2019. 
 

 Jurnal Mantik is licensed under a Creative Commons Attribution-NonCommercial 4.0 International License (CC BY-NC 4.0). 

c) Check the message string and select the first two bits of the message sequence (MSG). 

d) Start from the first word of the cover text (TX). 

1) If MSG = '11' then find the word 'an' from TX and check if the first character of the next word is a 

vowel character. 

2) Otherwise, if MSG = '10' then find the word 'an' from TX and check if the first character of the 

next word is a vowel character. Change 'an' to 'a'. 

3) Otherwise, if MSG = '01' then find the word 'a' from TX and check if the first character of the next 

word is a consonant character. Change 'a' to 'an'. 

4) Otherwise, if MSG = '00' then find the word 'a' from TX and check if the first character of the next 

word is a consonant. 

5) Repeat the above steps for all message bit sequences taking two bits for one run. 

e) Save the embedding position in a separate file and encode the file with SSCE values and send it to the 

recipient separately. The encoding process is done by changing each character in the position file to an 

ASCII Code value, then converting it to an SSCE value. 

C. Special Code Generation Algorithm for Message Extraction 

The following details the special code generation algorithm for extracting secret messages from stego 

text documents: 

a) Input the stego text file and the embedding position. 

b) Decode the embedding position to ASCII value. The decode process is done by converting each SSCE 

value into an ASCII value. Then each ASCII value is converted into a positional character. 

c) Select the embedding position on the TX. 

1) If there is the word 'an' and the first character of the next word is a vowel character, then MSG = 

'11'. 

2) Otherwise, if there is the word 'a' and the first character of the next word is a vowel character, then 

MSG = '10'. 

3) If there is the word 'an' and the first character of the next word is a consonant, then MSG = '01'. 

4) If there is the word 'a' and the first character of the next word is a consonant, then MSG = '00'. 

d) Combine all the resulting binary bits. 

e) Group into 8 bit sub-blocks and convert them to decimal numbers. The value obtained is the SSCE 

value. 

f) Convert the value obtained to the form of the ASCII value. 

g) Convert each ASCII value to character form.  

2.3. T-Code Compression Method 

The T-Codes algorithm is an augmentation algorithm for variable length codes that have self-

synchronization properties developed by M.R. Titchener in 1995. The T-Codes algorithm will encode the 

input message where the codes that are generated for each character have a different length (variable length). 

The T-Codes algorithm consists of three stages, namely: 

A. Simple-level Simple T-Augmentation 

Given a set S  A
+
 and p  S, augmentation process of S, represented by S0 could be formulated as 

follow: 

 
Symbol p represents prefix. 

All non-prefix code-string on S, ie. u  S\{p}, mark the end of code-word on S(p) as shown in Table 2 

below: 
Table 2 

T-Augmented Construction Determines )( pS Value Where },...,{ 21 nSSSS   And jSp   
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B. Iterative Simple T-Augmentation 

An extension of the single step simple T-augmentation process can be obtained by applying equation (4) 

iteratively, with the result set of each level of T-augmentation taken as input for the next successive T-

augmentation. 

Given S, result set of n level T-augmentation with prefix p1, p2, ..., pn represented as S(p1, p2, ..., pn). 

Iterative application of equation (4) implied that: 

 
For i = 1, 2, ..., n – 1. 

C. Self-Synchronization 

Table 3 below changes code-words on S(0, 1, 101) to character in alphabet symbols 
 

Table 3 

T-Augmented Construction Determines )101,1,0(S Value Where }1,0{S  

 
 

 
 

 
 

  
0  0      

1 
 

1  1    

  00 
 

00 
 

00 a 

  01 
 

01 
 

01 e 

    11 
 

11 i 

    100 
 

100 b 

    101 
 

101  

      10100 c 

      10101 d 

      10111 f 

      101100 g 

      101101 H 

 

The encoding of a message can be obtained by substituting code words for letter symbols. The decoding 

process through a prefix-free code can be implemented with a decoding tree. 

 

3. Metode Penelitian 

 

The following image shows a use case diagram of the application being made. 
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Aplikasi Steganografi Teks Menggunakan Special Code Generation

User 

Pengirim
Input Teks Sampul

Proses Ekstraksi Pesan

User 

Penerima

Proses Penempelan Pesan

Proses Simpan 

File Stego dan 

File Posisi

<< include >><< include >>

<< include >>

Proses Input 

File Posisi << include >>

Input Pesan 

Rahasia
<< include >>

Proses Input 

File Stego

 
Fig 5. Use Case Diagram of a Text Steganography Application Using Special Code Generation 

The work process of the system can be divided into 2 parts, namely the message pasting process and the 

message extraction process. 

3.1 Process of Embedding Message using the Special Code Generation Method 

The process of embedding a secret message to the cover document starts from the encryption process of 

the secret message using the SSCE method. The encryption result from the SSCE method will be embedded 

to the cover document using algorithmic provisions. The work procedure of the message embedding process 

using the Special Code Generation method can be seen in the following figure: 
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Ya

Tidak
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Bit = „10‟

Bit = „01‟

Cari kata „an‟ yang diikuti 

oleh karakter vokal

Cari kata „an‟ yang diikuti 

oleh karakter vokal

Cari kata „a‟ yang diikuti 

oleh karakter konsonan

Cari kata „a‟ yang diikuti 

oleh karakter konsonan

Ubah kata „a‟ menjadi „an‟

Ya
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Tidak

Tidak

Tidak

Simpan posisi kata

Ubah kata „an‟ menjadi „a‟

Masih ada bit ASCII Biner

yang belum diproses

Buang bit biner yang telah diproses 

dari deretan ASCII Biner

Ya

Tidak

Output:

File Dokumen Teks Stego

File Posisi

Selesai

Proses 

Penempelan 

Pesan

Encode file posisi menjadi nilai SSCE

Tampilkan informasi mengenai 

jumlah kata „a‟ dan „an‟ yang 

diperlukan untuk melakukan 

penyisipan pesan rahasia

Proses kompresi pesan 

dengan T-Code

 
Fig 6. Flowchart of Message Embedding Process with Special Code Generation Method 

 

3.2 Message Extraction Process with Special Code Generation Method 

The process of extracting secret messages from the stego document will begin with the extraction of 

secret bits from the stego document. Then the set of bits will be grouped into 8 bits and converted into 

decimal values. This series of decimal values will be decrypted using the SSCE method. The results of the 

decryption value obtained will be converted into characters so that the original secret message is obtained. 

The work procedure of the message extraction process using the Special Code Generation method can be 

seen in the following figure: 
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Mulai

Input File Dokumen 
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Ekstraksi 

Pesan
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oleh karakter vokal
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Ya

Tidak

Gabung Bit ke deretan bit 

biner yang diperoleh

Jika posisi pada dokumen teks 
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Code ke bentuk karakter

Ubah setiap nilai SSCE diatas ke 

bentuk nilai ASCII Code
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konversikan setiap nilai 8 bit ke 
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Proses 

Dekripsi

Selesai
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Fig 7. Flowchart of Message Extraction Process with Special Code Generation Method 

3.3 Testing 

Test cases that can be done include: 

A. Omitting a word 'a' at the beginning of a paragraph.  

This test is done by deleting the word 'a' which was first discovered, as shown in the following 

illustration: 
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Fig 8. Display of Word Deletion Process 

The results of the extraction process can be seen in the following figure: 

 
Fig 9. Extraction Process View for First Test 

B. Omitting a word 'a' at the end of a paragraph. 

This test is done by deleting the word 'a' at the end of the paragraph, as shown in the following 

illustration: 
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Fig 10. Display of Word Deletion Process at the End of Paragraph 

The results of the extraction process can be seen in the following figure: 

 
Fig 11. Extraction Process View for Second Test 

 

C. Change the word 'an' to 'a'. 

This test is done by changing the word 'an' to 'a' which is at the beginning of the paragraph, as shown in 

the following illustration: 
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Fig 12. Display of the Word Change Process at the Beginning of a Paragraph 

The results of the extraction process can be seen in the following figure: 

 
Fig 13. Extraction Process View for Third Test 

 

From the test results above, the following information can be obtained: 

a) The process of deleting words at the beginning of a paragraph will cause secret messages to fail to 

extract out. 

b) The process of deleting words at the end of paragraphs will not cause changes to the secret message if 

the secret message is not too long. 

c) The process of changing words at the beginning of a paragraph will cause the secret message to be 

changed. 

Another test was carried out to test the additional capacity before and after the use of the T-Code 

compression method in the SSCE method. The details of the test results obtained are as follows Table 4. 
Tabel 4 

Details of The Test Results 

Cover Text Size 
Without T-Code compression method With T-Code compression method 

Total bit Total characters Total bit Total characters 

1 KB 30 bit 3  32 bit 4  

2 KB 60 bit 7  64 bit 8  

5 KB 98 bit 12  108 bit 13  
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Cover Text Size 
Without T-Code compression method With T-Code compression method 

Total bit Total characters Total bit Total characters 

10 KB 168 bit 21  182 bit 22  

15 KB 244 bit 30  274 bit 34 

20 KB 312 bit 39  348 bit 43  

26 KB 370 bit 46  410 bit 51  

Total bit without T-Code compression method: 1282 bit. 

Total bit with T-Code compression method: 1418 bit. 

Difference of bit = 1418 – 1282 = 136 bit 

Mean of increasing capacity: 
136

/1282 * 100 % = 10.61 % 

 

4. Conclusions 

 

After completing the analysis of the T-Code compression method to increase the capacity of the SSCE 

method in hiding this secret file, the authors can draw the following conclusions: 

A. Any change of letters or words in the position where the secret message bit is attached will cause the 

extracted secret message to become messy. 

B. The T-Code compression method can increase the embedding capacity of cover documents by 10.61%. 
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