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The development of the industry is happening very fast, Making the company 

must improve its resource capabilities, one of which is the technology used to 

be able to contribute to the company. Security issues become very important 

at this time, especially for companies that already have many branches in 

different locations that require high-performance security systems, because 

the network interconnections that occur between the head office and branch 

offices are very vulnerable to attacks from irresponsible parties, The use of IP 

Security and MAC Address Filtering authentication methods on network 

devices is very useful to be able to protect, verify and filter company data 

from enemies on the internet. IP Security authentication provides integrity 

between connections, then Filtering MAC Address can help the router task to 

be able recognize users on the network, So that expected the combination 

between IP Security and Mac Address Filtering will provide security for 

every transfer and receive data from Headquarter to branch office, then the 

company doesn't have to worry about data package being robbed or 
manipulated by the irrensponsible parties 
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1. Introduction 

 

Sending data and storing data through electronic media requires a process that can guarantee the 

security and integrity of the data sent. network security means ensuring that the data in hardware, 

software and network systems is protected, not damaged, unchanged for any reason and the system runs 

continuously without any interruption in service [1]. The data must remain confidential during 

transmission and reception, to fulfill this, the encryption (decryption and decryption) process of the data 

to be transmitted is carried out. Encryption is done at the time of delivery by changing the original data 

into confidential data while decryption is done at the time of receipt by changing confidential data into 

original data [2]. So the data sent during the sending process is confidential data, so that the original data 

cannot be known by unauthorized parties. Original data can only be known by recipients who have agreed 

keys. 

Because of the need to improve security on a network, an interconnection network requires IPSec to 

be able to increase that security. Internet Protocol Security (IPsec) is a collection of protocols used to 

secure Internet Protocol (IP) communication with authentication and encryption on each packet data 

stream IP [2]. Mac address is a unique hardware address that is determined for identity on a network, each 

mac address is not the same as the others because it has been regulated for use by IEEE, by allocating 

Mac addresses to 48bit in hexadecimal. The first 24 bits represent company-specific code, while the 

remaining 24 bits represent the card number [3], an example of a mac address is as follows D0-C5-D3-

96-C7-7F. Filtering is a method to determine what addresses / devices are allowed or prohibited to be able 

to carry out certain processes [4]. So the router will do a scan on each client to be able to determine which 

mac address can have access to the server connection. 
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2. Research methods 

 

A. Waterfall Model Method 

In this study the waterfall model method used is depicted in Figure 1.The stages of the waterfall 

method model already reflect a complete process, including: 

 

 
Fig 1. The Waterfall Method Model 

 

1) Analysis, this stage is needed to understand the needs needed by the user. 

2) Design, at this stage will be determined overall system specifications and architecture. 

3) Implementation, at this stage the overall system design that has been made previously will be 

changed to a system topology which will later become an appropriate system. 

4) Testing, at this stage the system configuration that has been made in the implementation phase will 

be tested to test the suitability of the system that has been designed. 

5) Maintenance, the final stage in this method is the system will be run and carried out maintenance 

to correct system errors that were not found in the previous step. 

B. Internet Protocol Security (IPSec) 

IP Security (IPSec) is a set of network security protocols that are standardized byInternet 

Engineering Task Force(IETF) which functions to authenticate and encrypt data packets, IPsec uses 

cryptographic security services to protect communications over the network, This protocol will be 

implemented at the internet and transport layers in the OSI model layer [5] - [6].  

In IPSec there are 2 security protocols, namely Authentication Header (AH) and Encapsulating 

Security Payload (ESP) which provide security mechanisms, while the Internet Key Exchange (IKE) key 

management protocol allows two nodes to negotiate the key of all parameters. AH is a procedure 

provided to ensure data integrity and authentication, by adding an authentication header that is inserted 

between the IP header and data transport [5]. The AH function is based on the HMAC algorithm, HMAC 

is a security algorithm used to ensure the authentication and integrity of data in computer networks [7]. 

The AH function will look like the one illustrated in Figure 2. 

 

 
 

Fig 2. Authentication Header Function 

 

While the Encapsulating Security Payload (ESP) main goal is to provide confidentiality by 

encrypting data by adding headers to the data before the data is sent to the destination, so the data will be 

https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
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surrounded by security mechanisms [4]. In Figure 2 shows the ESP datagram structure, which shows how 

the original data will be covered by the ESP header on the front, ESP Trailer and ESP Authentication on 

the back, after that if using tunneling to send data, the header will also be added to tunnel mode header so 

that it does not easily identified by others who do not have a key that has been adjusted between the 

server and client on IPSec. 

 
 

Fig 3. Encapsulating Security Payload function 

 

C. Layer 2 Tunneling Protocol 

Tunneling is a method for transferring data from one network to another network by utilizing the 

internet network in disguise [8]. The L2tp server will identify the l2tp client by matching the security and 

authentication types that have been set on the server, so that if the security and authentication types on the 

client are compatible with the server, then the l2tp connection will be established. Layer 2 Tunneling 

Protocol (L2TP) is one of the standard protocols to provide tunneling services that have a better level of 

security than before [8], to enhance higher security, this L2TP is usually added by using certain 

encryption that features in IPSec [9]. 

D. Quality of Service 

QoS (Quality of Service) is defined as a mechanism that allows services to operate according to 

their characteristics [10]. To do QoS analysis on the network, the authors use the wireshark application. 

Wireshark is an open source packet analyzer, this tool is often used to find problems with networks, 

software development and communication protocols [11]. The author takes several parameters including 

[12]: 

a) The time taken for a recipient to arrive (throughput). 

b) Difference in arrival intervals between packets at the destination terminal (delay / latency). 

c) The number of packets lost during the process of transmission to the destination (packet loss). 

d) The number of bits received successfully per second through a system (jitter). 

E. Design for IP Security and Mac Address Filtering Implementation 

The next step is making a flowchart that will be presented in Figure 4. 
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Fig 4. Design and Implementation flowchart 

 

In Figure 4 it is explained that the first stage is the creation of the network topology of each of the 

Headquarters and Branch Office offices, after the topology design is made and then each local area 

network will be configured to connect to the internet, after the local network connection is connected, the 

next step is to configure L2TP / IPSec VPN and Routing Static to connect each of these offices, if the 

connection between offices is not established then more detailed checks must be made in the 

configuration, but if the interconnection is connected, the next step is to configure the Mac Address 

filtering on each router to determine which users can access the interconnection, so not all users can 

connect to that interconnection,then testing the system using the Wireshark application and command 

prompt on the computer to test the security and connections between the offices, if the results are what 

you want then, the implementation process has been completed and can be used by each user in the 

office. 

 

3. Results and Discussion 

 

A. Needs Analysis 

The author has done an analysis for various types of devices needed and configuration of the IP 

address for each device as shown in table 1 and table 2. In the WAN IP Address router I use a Public IP 

not to protect the privacy of the Public IP that I have, to do the testing, it can still be done using the actual 

ip address with a few hidden IP Address. 
Table 1 

Hardware Specifications 

 
Table 2 
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IP Address 

 
 

B. Design Topology 

The author makes the topology design described in Figure 5 below, the author makes 2 network 

schemes each for the head office and branch offices, with a local area network design that has the same 

topology but different IP address configurations. 

 
 

Fig 5. Network Topology 

 

C. Device Configuration 

After making the network topology design as needed, the next step is to configure the Mikrotik 

Router. 

1) Mikrotik Headquarter Configuration Stage 

a) WAN Interface Configuration is on the menu:  

New terminal -> add command: 

 

 

 

 

b) LAN Interface Configuration is on the menu:  

New terminal -> add command: 

 

 

 

 

c) Configuring L2TP Server, It's on the menu: PPP -> Interface Tab -> L2TP Server. with Secret 

IP: C0nn3ctS3rv3r 

#ip address add address = 123.123.123.2 / 30 network = 123.123.123.0 interface = 
ether1-WAN 

 

 

#ip address add address = 192.168.1.1 / 24 network = 192.168.1.0 interface = ether5-
LAN 
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Fig 6. L2TP Server Interface 

 

d) Create a Secret User,It's on the Menu: PPP -> Secret. Select the Secret Tab -> Click Add [+]. 

With Password: 5erverL2Tp 

 

 
Fig 7. Secret L2TP Server settings 

 

e) IP Security configuration, thereon the Menu: IP ->IPSec. Select IPSec Proposal Tab -> Click 

Add. 

 
Fig 8. IPSec Server Settings 

 

2) Branch Office Microtic Configuration Stage 

a) WAN Interface Configuration is on the menu:  

New terminal -> add command: 

 

 

 

 

b) LAN Interface Configuration is on the menu:  

New terminal -> add command: 

 

c) Configuring L2TP Client, It's on the menu: Interface -> L2TP Client -> Dial Out. with 

Username: connectsvr,Password: 5erverL2Tp, Secret: C0nn3ctS3rv3r, Connect to IP Public 

Headquarters. 

#ip address add address = 124.124.124.2 / 30 network = 124.124.124.0 interface = 
ether1-WAN 

 

#ip address add address = 192.168.0.1 / 24 network = 192.168.0.0 interface = ether5-

LAN 
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Fig 9. L2TP Branch Office 

 

d) IP Security configuration, must be adjusted to the IPSec Server configuration, the configuration is 

there On the Menu: IP ->IPSec->IPSec Proposal tab -> Click Add. 

 

 
Fig 10. Sec IP Client 

 

3) Configuring static routing for Router HQ, in the new terminal menu -> add command:  

 

 

 

.  

Then add routing for Branch Office, the same menu as the add command:  

 

 

 

 

4) Configuring MAC-Address Filtering for Router HQ and Branch Office, is on the IP menu -> Firewall 

 
 

Fig 11. Mac-Address settings that are allowed access 

# ip route add gateway = 10.10.10.2 dst-address = 192.168.0.0/24 check-gateway = ping 

type = unicast distance = 1 scope = 30 target-scope = 10 

# ip route add gateway = 10.10.10.1 dst-address = 192.168.1.0/24 check-gateway = ping 
type = unicast distance = 1 scope = 30 target-scope = 10 
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Also can enter the command in the proxy terminal by typing: 

 

 

 

 

Then for mac-address, enter the mac-address that is allowed to be able to access the data server on 

the vpn, then block all unauthorized users by entering the command:  

 

 

 
Fig 12. Block all VPN connections to the server 

 

Then configure the Branch Office proxy, in the same way, can enter through the terminal on the 

proxy then type the command:  

 

 

 

 

 
 

Fig 13. Mac-Address settings access to the HQ server 

Then block all unauthorized users by entering the command:  

 

 

 

 
 

Fig 14. Block all VPN connections to the HQ server 

4. System Configuration Testing 

# ip firewall filter add chain = forward out-interface = "l2tp-connectsvr" src-mac-
address = 8C: EC: 4B: 90: 77: C5 action = accept. 

# ip firewall filter add chain = forward out-interface = "l2tp-connectsvr" action = 
drop 

# ip firewall filter add chain = forward out-interface = "Connect To HQ" src-mac-
address = 00: 06: 19: 08: 00: 2D action = accept. 

# ip firewall filter add chain = forward out-interface = "Connect To HQ" action = 
drop 
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A. Test Inter-Office Connections 

In this test, testing will be carried out on each router to see whether the connections between office 

routers are connected or not, using the PING and TRACEROUTE tools on the router. 

 

 
 

Fig15. PING & Tracert on Router Office Branch to Router-HQ 

 

In figure 15, it can be concluded that the connections between offices are already connected because 

they are able to reciprocate ping and traceroute sent from each router. 

B. Measurement of Quality of Service Analysis 
The author tests by sending data from the Branch Office to the Headquarters by sending data of 15 

Mbps and 10 Mbps with a bandwidth of each office of 10 Mbps using the Wireshark application for 

monitoring on each pc in the office, the following results of QoS analysis: 
 

Table. 3 

Quality of Service Analys 

 
 

In the above data it can be concluded that the QoS results meet a good rating because the data sent 

does not have any damage / failed delivery because it produces 0% packet loss and good value of delay, 

jitter and throughput even though the location of sending and receiving data is different, it is also 

influenced by the amount of bandwidth available at each location, so that it only provides a very minimal 

delay to be able to send files of that size. 

C. Test Mac-Address Filtering 

In this test, the MAC-Address Filtering configuration will be tested, so only mac-addresses that have 

been registered to the router can access the data server via the VPN, other than that it is not permitted to 

be able to access the server. 

 
 

Fig 16. Mac-address that has been registered 
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Fig 17. Mac-addresses that have not been registered 

 

 

 
 

Fig 18. Data Transfer from HQ Offices to Branch Offices 

 

In Figure 16, it is explained that the mac-address computer that is already registered can PING to the 

destination Server, then for Figure 17, it cannot ping the destination server because the mac-address has 

not been registered on the router. Figure 18 explains the file transfer process between client computers 

that can already access the server, by testing the copy of data software from the server computer to the 

client computer. 

D. Test Data Security 

In the same test when measuring QoS using wireshark, wireshark can also identify packet data that 

passes through the network, by reading every detail of the sending process from the sender and receiver, 

as shown in Figure 19. 

 

 
 

Fig 19. Wireshark Data Monitoring 

In figure 19 it is explained that the data packet through the network connection between the 

Headquarter Office and Branch Office uses encryption data consisting of letters, numbers and symbols 

provided by IPSec in the form of an ESP header. 
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Fig 20. Wireshark Data Monitoring (2) 

 

In Figure 20, it is explained that sending data between the local area network, between the client 

computer in Headquarter and the server, the data transmission is not encrypted by IPSec so that the name 

of the folder / file name is identified by WireShark. 

 

5. Conclusion 

 

In this study it has been proven that data security is very important at this time, because data is a 

very important information for a company / personal, therefore the application of MAC Address Filtering 

and IP Security on interconnection networks, has an impact to be able to minimize the occurrence attacks 

from irresponsible parties to be able to access / manipulate data on the network, because the router must 

ensure / register the user's mac address to be able to access data on the server, the use of IP Security also 

makes the data transferred between the sender and receiver to have hmac encryption to ensure that only 

the party who has the cryptographic key can open the data access, in this case the proxy router in the 

Branch Office. 
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