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1. Introduction

Some types of messages are very sensitive. This cannot be shared with the crowd. Many people do not
feel safe to send messages for fear of wiretapping, interruption, or modifications made by irresponsible
parties. For this reason cryptography is used to encode a message. One cryptographic algorithm that can
be used is the Pohlig-Hellman algorithm.

Pohlig-Hellman is a cryptographic algorithm that is similar to RSA because it has the same
encryption and decryption formula. Encryption is the process of converting an original message called a
plaintext into a ciphertext or encrypted message. Decryption is the opposite of encryption. This process
returns ciphertext to plaintext. In RSA there are two keys that are used for encryption namely "e" and "n"
both of these keys are public keys. And "d" is used for decryption which is the private key[12][13]. But in
Pohlig-Hellman all keys used are private keys. The attack to this algorithm factorization of the keys is
required[8].

In addition there is another algorithm used for secret messages. Steganography is a method of hiding
messages into an intermediary media. The word steganography is derived from the Greek words “stegos”
meaning “cover” and ‘“grafia” meaning “writing” defining it as “covered writing”’[9][10]. One of the
media that can be used is image. Many methods can be used in steganography such as LSB (Least
Significant Bit), Spread Spectrum, FOF (First of File) and EOF (End of File). In the FOF method the
message is inserted at the beginning of the image and EOF inserts the message at the end of the image.
The message insertion made the picture has a black part on the part that was inserted so as to cause
suspicion. To reduce suspicion, a combination of FOF and EOF algorithms is done by inserting a message
at the beginning and end of the message so that it will look like a frame in the picture.
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2. Study of Liturature

2.1. Cryptography

Cryptography is the study of the method of sending messages in secret [7]. Etymologically,
cryptography comes from the Greek language where kryptos means "hidden™ (hidden) and graphien
which means "writing" (writing) [11].

The cryptographic system consists of five parts viz:[6],

1) Plaintext: original message or data.

2) SecretKey: the input for the encryption algorithm is a free value of the original text and determines the
output of the encryption algorithm.

3) Ciphertext: output from the encryption algorithm.

4) Encryption Algorithm: The encryption algorithm has two inputs, original text and a secret key. The
encryption algorithm transforms the original text to produce cipher text.

5) Decryption Algorithm: the decryption algorithm has two inputs namely the ciphertext and the secret
key. The decryption algorithm restores the cipher text to the original text if the secret key used by the
decryption algorithm is the same as the secret key used by the encryption algorithm [3].

2.2. Lehmann Prime Generator
To search prime numbers with the Lehmann algorithm consists of several stages, for example the

author wants to determine whether p prime numbers [14].

1) Find the random number a with conditions 1 <a<p

2) Calculate L = (a/p) = a™((p-1)/2) mod p

3) IfL#1andL #-1 then p composite

4) If L =1 or L = -1 thenthe posibility of p is prime are bigger than 50%

5) If stage 4 has been fulfilled, repeat as many digits of the prime number sought.

2.3. Pohlig-Hellman

Initially the Pohlig-Hellman algorithm was invented by Roland Silver, but it was published by
Stephen Pohlig and Martin Hellman [4]. The Pohlig-Hellman algorithm is patented in the United States
and Canada. The Pohlig-Hellman encryption scheme is similar to RSA. This algorithm is not a symmetric
algorithm because the keys used for encryption and decryption are different. This algorithm is not a
public-key scheme because the encryption and decryption keys must be kept secret. Thus it is appropriate
to say that the Pohlig-Hellman algorithm is a non-public key asymmetric algorithm.

Pohlig-Hellman Formula
C=P°*modn
P=C%mod n
where
ed =1 (mod ¢(n))

¢(n) reads totient n is an Euler function where n > 1 and expresses the number of positive integers<
n which are relatively prime with n.

Unlike RSA, n does not have to be defined as two large prime numbers. If the values of e and n are
known, then the value d can be calculated. Without knowing the value of e or d, someone will be very
difficult in doing calculations [5]. The implementation of the Pohlig-Hellman algorithm is sufficient to
meet two cryptographic objectives namely confidentiality and data integrity.

2.4. End of File (EOF)

In the EOF method a message is inserted at the end of the image file. With this method, the number of
messages inserted is unlimited. But the side effect is that the file size becomes larger than the original size
[1]. In inserting with this method the image will also have a visible black part at the bottom of the image.
2.5 First of File (FOF)

The First of File method is not much different from the End of File method. According to the
understanding of the word it can be said that in the First of File method the message is inserted at the
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beginning of the file. Insertion with this method also has the same drawbacks with the End of File method
only the part that appears black is at the beginning of the image.

2.6. Kombinasi FOF dan EOF

This method is a combination of FOF and EOF methods. In this method the message is inserted at the
beginning and end of the image matrix. The message to be entered is divided into two, the first message
section is inserted at the beginning of the matrix and the second message section is inserted at the end of
the matrix.

3. Finding and Discussion

In this study, we run the test with several different messages and keys for each picture. The test results
can be seen in table 1.

TESTING RESULTS OF IMAGES
No Pesan Pjg Karakter dan Kunci Gambar Awal Gambar Stego
IMPLEMENTASI ALGORITMA POHLIG-HELLMAN 139
; DAN TEKNIK STEGANOGRAFI KOMBINASI FIRST OF e -
FILE (FOF) DAN END OF FILE (EOF) PADA SISTEM Kunci n.= 79730927 i i
KEAMANAN DATA K =16196781 - -
unete 739 KB 802KB
s ] e 3
abedefehijilmnopgrstuvwxyz 96
5 ABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789 |@#$%"&*()_+{}[:"<=>2~ ", [V Kunci n= 76498241
- 1517x1009 1517x1011
Kunei e = 59550997 437 MB 438 MB
245
It is a curious thing, but perhaps those who are best suited to
3 power are those who have never sought it. Those who have Kunci n = 93265339
leadership thrust upon them, and take up the mantle because Kunci e = 20641091
they must, and find to their own suprise thet they wear it well. Kunci 0= 90001253 4506204 3505208
Kunci e = 72553777 388 KB 393KB
50
Kunein= 83852869
Kunci e = 70679387
5 Accept who you are. Unless you're a serial killer
Kuncin=10607671
Kunci e = 5074433 101x264 191x266
148 KB 149 KB

Encryption and decryption time testing is done to see how the relationship between the number of
messages and ciphertext with the length of time the encryption and decryption process. In this test the
same key is used for all messages. The n key used is 34242449, e key is 5904305, and the d key is
13140081.

TABLE 2
ENCRYPTION AND DECRYPTION PROCESSING TIME

No '\Iﬂ_zzj}[%e Encryption Time (milliseconds) Ciphertext Length Decryption Time (milliseconds)
1 129 78 1132 16

2 323 203 2871 31

3 929 562 8313 62

4 1193 733 10633 78

5 2708 1716 24765 296

6 3066 1849 27336 359

From table 2 it can be seen that the greater the message and ciphertext, the longer the encryption and
decryption process. To further clarify the reading of the table can be seen in Figure 1.
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Figure. 1. Graphs of encryption time relation with message length

Figure 1. shows the graphic relation between the length of the message contained on the x-axis and the
length of encryption on the y-axis. The graph shows the more messages that are input the longer the
encryption process will take. This can be seen from the ascending graphical form. So the number of
messages inputted is directly proportional to the length of the encryption process.
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Figure. 2. Graphs of encryption time relation with message length

Similar to the encryption process, the number of ciphertext also is directly proportional to the length of
timeof decryption as shown in Figure 2. where the length of the ciphertext is on the x-axis and the length
of time of decryption is on the y-axis. It can be seen that the graphs go up with more and more ciphertext
inserted.

In addition to testing the relation between the message length and the ciphertext length with the
encryption and decryption time, a test is also performed to see the relation between the length of the key
used and the length of time it is encrypted. The message used is 129 characters long. The results of this
test can be seen in table 3

TABLE 3
ENCYPTION PROCESS
No nKeyLength Encryption Time (milliseconds)
16
20
43
52
63
78

(N0 lWw

1
2
3
4
5
6

The relation between the results of the encryption time test and the length of the n key can be seen in
the figure 3.
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Figure. 3. Graph of key length relation with encryption time

From Figure 3. it can be seen that the graph is increasingly ascending even though the increase is
relatively non-permanent, it can still be said that the greater the n key used in the encryption process, the
longer the time needed to do the encryption process.

Testing the time for the insert and extract process also uses the same message and key as the
encryption and decryption testing process. The image used as the initial image has a size of 148 KB. The
results of the testing process of insert and extract can be seen in table 4

TABLE 4
INSERTION AND EXTRACTION TIME
No Ciphertext Length  Insertion Time (miliseconds)  Stego Image Size  Extraction Time (miliseconds)

1 1132 437 150 406
2 2871 484 153 421
3 8313 546 160 468
4 10633 593 163 499
5 24765 724 183 640
6 27336 749 186 655

From the results of table 4, it can be seen that the more ciphertext is inserted, the longer the insertion
and extraction time required. This can be seen in Figure 4.
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Figure. 4. Graph of the relation between insertion time and extract with ciphertext length

From Figure 4. it can be seen that the number of ciphertext is directly proportional to the length of
the extraction and insertion time. The time for the insertion process is marked by a blue line and the time
for the extraction process is marked by a red line. It can also be seen that the insert process requires a
longer time than the extraction process.

From table 4 also can be seen the relationship between the length of the ciphertext that is inserted
with the large stego image.
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Figure. 5. Graph of the relation of image size with ciphertext length

Conclusion

Based on the results of the analysis, design, and testing of the data security system using the Pohlig-

Hellman Algorithm and the First of File (FOF) and End of File (EOF) Steganography Combinations
obtained the following conclusions:

1)
2)
3)

4)

(1]
(2]
(3]

(4]
(5]

(6]
[7]
(8]
(9]

[10]
[11]

[12]

[13]

Pohlig-Hellman cryptographic algorithms and FOF and EOF combination steganography can be
combined to create a data security system.

The time of the encryption and decryption process is directly proportional to the number of
messages inputted.

The encryption process takes longer than the decryption process. The encryption process for the 129
character message takes 78 milliseconds and the decryption process takes 16 milliseconds.

Stego images have a size larger than the original image. The initial image which has a size of 148
KB increases to 150 KB after the ciphertext is inserted as many as 1132 characters.
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