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 Large organizations now heavily rely on Information Technology 
and Telecommunications (ICT) for their operations. Server 
availability is crucial in managing data centers and 

applications, but the increase in physical servers often involves 
high costs. Therefore, virtualization technology has emerged as 
an efficient solution. The research aims to develop the "Proxmox 
Server Monitoring System" to automatically monitor the 

availability and performance of Proxmox VE servers with real-
time notifications in case of failures, enhancing efficiency and 
availability. This research is expected to improve the utilization 
of Proxmox VE server resources, provide automated monitoring, 
detect failures faster, and reduce downtime, thereby better 
supporting organizational operations. The potential 
contribution of this research lies in optimizing server resource 
usage with virtualization technology, improving server 
infrastructure efficiency and availability, and reducing the risk 
of failures and downtime. 
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1. INTRODUCTION  

The development of information and communication technology (ICT) has had a 

significant impact on various organizations, including in server management (Serrat, 
2023). A server is a key component in the IT infrastructure that supports the operations 

and services of an organization (Marin et al., 2022). One increasingly popular 

virtualization platform in the business world is Proxmox Virtual Environment (Proxmox 

VE), an open-source solution widely used by organizations to manage their servers 

(Harfadzi et al., 2016). Proxmox VE has various advantages, such as scalability and 

efficiency (Ally, 2018). However, the challenge lies in server monitoring and management 
(Harijanto et al., 2015). The availability and performance of Proxmox VE servers are 

critical factors affecting the operations and quality of services hosted on them. Amid the 

rapid development of the digital era, effective server monitoring becomes a prerequisite 

for maintaining reliable services and organizational productivity (Persaud Nadiniand 

Dagher, 2021). Proxmox Virtual Environment (Proxmox VE) is an open-source 
virtualization platform that combines container virtualization with LXC and virtual 
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machine (VM) virtualization with KVM. LXC allows the creation of lightweight Linux 

containers, sharing the kernel with the host, while KVM allows running virtual machines 

with stronger isolation (Prasandy et al., 2015). Proxmox VE provides a web interface for 

management and supervision, including cluster features for central management and 

efficient resource allocation across multiple nodes (Yudha et al., 2019). With this 
combination of technologies, Proxmox VE provides high flexibility in a scalable and 

reliable virtualization environment, as well as optimizing resource usage (Algarni et al., 

2018). In the context of this research, the main goal of the researcher is to discuss the 

issue of availability and performance of Proxmox VE servers in the implementation of a 

server monitoring system. This research focuses on the development of a monitoring 
system capable of providing real-time notifications when server failures occur, analyzing 

the level of failure, and optimizing server resource usage. The purpose of this application 

development is to increase the efficiency and reliability of server infrastructure by 

minimizing downtime and maximizing productivity. Thus, this application is expected to 

provide significant benefits for organizations in terms of performance improvement and 

operational cost reduction. In addition, this application also helps in detecting and 
preventing potential problems before they impact services, thus enabling organizations to 

respond more quickly and effectively to these issues. As the complexity of server 

infrastructure increases, so does the risk of server failure (S. M. Ali et al., 2022). Failures 

that are not detected quickly can have serious impacts on service availability and 

organizational productivity. Therefore, this research is directed to provide a solution by 
developing the “Proxmox Server Monitoring System.” This system is expected to 

automatically monitor the availability and performance of Proxmox VE servers, provide 

real-time notifications when failures occur, and overall improve the efficiency and 

availability of Proxmox VE server infrastructure. This research aims to reduce the risk of 

server failures that can disrupt organizational operations. It builds upon previous work 

on Proxmox server monitoring solutions, GPL v2 licensed virtualization products, tested 
on the UPT-TKP virtual server of the Riau Province Education Department (E. Ali et al., 

2015).  However, that research did not yet have a comprehensive and efficient monitoring 

system to monitor a complex server structure, which can increase the risk of server 

failure levels. Therefore, the aim of this research is to develop a more comprehensive and 

effective monitoring system for Proxmox VE servers using modern technologies such as 
the Laravel framework for the backend and Vue.js for the frontend. 

2. RESEARCH METHOD 

 
Figure 1. Waterfall model (Sasmito et al., 2017) 

This research uses the Waterfall model, a sequential software development model 

(Silvi Purnia et al., 2019; Yadav et al., 2019). The main stages include: Analysis, Design, 

Implementation, Testing, Deployment, and Maintenance. This model is chosen because of 

its structured and sequential nature, suitable for this project (Aroral, 2021; Ciccozzi et 
al., 2019). This research will focus until the Testing stage. This model allows strict 

control at each stage (Kute et al., 2014). In addition, the development of the "Proxmox 

Server Monitoring System" application will use modern technology (Koç et al., 2021), 
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such as the Laravel framework for the backend (Richey et al., 2014). This will accelerate 

development and ensure the application conforms to best practices (Van, 2017). The 

research methodology is designed to implement the "Proxmox Server Monitoring System," 

aiming to automatically monitor the availability and performance of Proxmox VE servers 

(Elvis Pawan et al., 2021; Mishra et al., 2023). Inspiration comes from a previous study 
(E. Ali et al., 2015). Data collection is done through the monitoring system at certain time 

intervals. Data analysis will focus on measuring server availability and performance. The 

ethical aspects of research are guaranteed through the approval of the server owner. 

However, the limitations of the research involve a focus on the scope of Proxmox VE 

servers. 

3. RESULT AND DISCUSSIONS 

3.1 Use Case Diagram And Activity Diagram  

      

Figure 2. Use Case Diagram and Activity Diagram 

 

A use case diagram is a UML diagram that depicts the communication between 

the system and the involved parties (E. Ali et al., 2015). This diagram shows the roles 
within the system and the interaction of the related parties (Kausar Bagwan et al., 2019). 

The system to be developed only has one user. The use case diagram in Figure. 2 shows 

the user's interaction with the Proxmox Server Monitoring System. It includes use cases 

like Login, Dashboard, Monitor Cluster, Configure Cluster, View Monitoring Log, Set 

Server Check Schedule and EWS, and View Error Notifications. These use cases form a 
workflow for efficient server monitoring and management 

An Activity Diagram is a visual tool used to illustrate the workflow or activities in 

a system (Hamza et al., 2019). In the context of this research, the Activity Diagram is 

used to visualize the workflow in the "Proxmox Server Monitoring System" 

application.The Activity Diagram starts with "Login," continues to "Dashboard," and 

"Cluster and Node Monitoring." Users can set monitoring settings in "Configure Cluster 
and Monitoring," check activity records in "Log Monitoring," set schedules in "Set 

Scheduler," and view error notifications in "Error Notification Monitoring." This diagram 

depicts the workflow of the application and user interaction. 
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3.2 Scheduler  

 The Windows Task scheduler manages the execution of scheduler scripts that run 

every minute when the application is launched. This process aims to monitor and process 

data automatically, reducing infrastructure costs and enhancing server efficiency. 

 
Figure 4. Scheduler 

3.3 Checking Scheduler  

This process begins by updating the scheduler checkpoint to "start" when a 

scheduler that needs to be run is found. The application queries the database to find 
data that requires updating or processing. Data with the status "is_processing = true" 

indicates that the processing is ongoing. Through the API, the data is updated and its 

status is changed back to "is_processing = false". The data status (warning or normal) is 

determined based on information from the API. If no other objects require processing, the 

scheduler is updated to "stop". 
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3.4 Early Warning System (Ews)  

 EWS plays a crucial role in operations and risk management. In the context of 

EWS database processing, steps are taken to ensure efficient processing and 

responsiveness to potential changes. Errors detected above the Warning threshold are 

considered warnings, while errors that are the same or exceed the danger threshold are 
identified as dangers. 

3.5 Ews Percentile  

 This is a development from the basic EWS, performing error calculations or server 

status irregularities based on the scale of the number of logs determined by the user. 

Users can set the error scale per 100 log data, and the result is expressed in percentages. 
After processing, the monitoring result data is entered into the log and processed with 

certain notification rules. Notifications that comply with the rules will be sent to the 

interested parties. 

3.6 Class Diagram  

 A class diagram is a visual modeling tool used to depict the static structure of a 

system or application, including the existing classes, relationships between classes, and 
the properties and methods each class possesses. In this study, the class diagram is 

used to illustrate the class structure in the "Proxmox Server Monitoring System" 

application. 

 

 

 
Figure 5. Class Diagram 
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3.7 Discussions 

 

a. Inteface Implmentation 

The author has successfully implemented all the designed functions into the 

application. The interface includes main features such as login, dashboard, monitoring 
and configuration of Proxmox cluster, monitoring log, server check scheduling, EWS and 

scheduler, as well as error notifications. The author is confident that this application is 

functional, easy to use, and intuitive. 

 

 
 

Figure 6. Login Page and dashboard 
 

Image 6 is the login page and dashboard page. The login page serves as the 

entrance to the application, where users must enter valid credentials to access the 

features and information in the application. Meanwhile, the dashboard page now displays 

server status graphs, providing a visual overview of availability, performance, and system 

status quickly.. 
 

 
 

Figure 7. Proxmox Monitoring and Proxmox Login Pop-up 

 

Image 7 is the Proxmox Monitoring Page and Proxmox login pop-up. The Proxmox 

Monitoring Page now serves as a control center for monitoring cluster nodes, where users 

can add monitoring for containers (CT) and virtual machines (VM) through the sidebar 
menu. Meanwhile, the Proxmox login pop-up now allows users to add new nodes.. 
 

 
 

Figure 8. Add CT Pop-Up and Add VM Pop-Up 
 

Image 8 is the „add ct‟ pop-up and the „add vm‟ pop-up. The „add ct‟ pop-up now 
displays a list of available containers in the cluster node that can be selected by the user. 

Meanwhile, the „add vm‟ pop-up now displays a list of available virtual machines in the 

cluster node that can be selected by the user.. 
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Figure 9. Set Scheduller And EWS and VM Monitoring Page 
 

Image 9 is the EWS configuration pop-up and VM Monitoring Page. The EWS 
configuration pop-up now allows users to adjust the monitoring frequency and 

notification sensitivity level for each node. Meanwhile, the VM Monitoring Page now 

provides users with direct access to a dedicated page to monitor and manage VMs on 

each cluster node. 

 

 
 

Figure 10. CT Monitoring Page and Node Edit Pop-up 
 

Image 10 is the CT Monitoring Page and node edit pop-up. The CT Monitoring 

Page now provides users with direct access to a dedicated page to monitor and manage 
containers on each cluster node. Meanwhile, the node edit pop-up now allows users to 

log into the selected Proxmox to edit the node before they can access Edit VM/CT 

Visibility.. 

 

 
 

Figure 11. VM Edit Pop-up and CT Edit Pop-up 

 

Image 11 is the Edit VM pop-up and Edit CT pop-up. Both of these pop-ups show 

the Edit VM/CT Visibility feature that allows users to manage the display visibility of 

virtual machines or containers.. 
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Figure 12. EWS Edit Pop-up and Notification Detail Page 
 

Image 12 is the pop-up to edit the EWS Interval and the notification detail page. 

This pop-up now allows users to edit the EWS interval according to their needs and 

preferences. Meanwhile, the notification detail page now allows users to see each 

indication generated from EWS processing and set the notification interval. 

b. Testing Stage 

This application was tested using the Black Box Testing method, which focuses on 

system input and output and aligns with the Use Case Diagram. The goal was to ensure 

each feature functions according to user needs. The advantages of this method include 

efficiency, balanced testing, and allowing testers and developers to work independently 

(Nur Cholifah et al., 2018). This testing process was carried out by a QA from company X. 

Table 1. Blackbox testing 
No Test Case Descriptoin Expected Result Actual Result 

1 Login Ensured the login feature works 
well by testing various username 

and password combinations 

The result was as expected. 

2 Dashboard Checked if the dashboard provides 
accurate graphs about the server 

status and latest notifications 

The result was as expected. 

3 Cluster and Node 
monitoring 

Ensured users can monitor 
clusters and nodes by checking if 
the displayed information matches 

the actual status 

The result was as expected. 

4 Managing Cluster and 
Node Monitoring 

Ensured users can configure 
clusters and set monitoring 

settings by trying various settings. 

The result was as expected. 

5 Viewing Monitoring Log Ensured users can view the 

monitoring log by checking if all 
important events are recorded in 

the log 

The result was as expected. 

6 Setting Scheduler Ensured users can set the server 

check schedule and EWS and 
Scheduler by trying to set the 

check schedule. The result was as 
expected. 

The result was as expected. 

7 Viewing Warnings from 
Notifications 

Ensured users can view error 
notifications by checking if error 
notifications are correctly sent 

when an error occurs 

The result was as expected. 

8 Logout Ensured users can log out of their 
accounts and return to the login 

stage. 

The result was as expected. 
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4 CONCLUSION 

This study has effectively. Trialed the Proxmox Server Monitoring System. Each aspect, 

such, as Login, Dashboard and Monitoring has testing. Is operating smoothly. The 

system has been linked with the Proxmox VE server. Put through test scenarios. This 

study contributes to the literature on server management and virtualization in relation to 
Proxmox VE and server monitoring systems. It can serve as a point of reference for 

research in related fields. The developed server monitoring system offers organizations a 

tool to monitor their servers availability and performance in time. By receiving 

notifications of server failures organizations can respond promptly and efficiently to these 

issues. This proactive approach helps prevent disruptions before they affect services 
thereby reducing server downtime and enhancing productivity. Moreover this study aids 

in optimizing the utilization of server resources leading to cost savings on operations. 

However it is important to recognize that this research is confined to Proxmox servers at 

present and does not encompass Pluggable Authentication Module (PAM) users on 

Proxmox. Despite these constraints the author intends to refine this system in work by 

addressing these limitations and enhancing the monitoring system with integration for 
PAM users, on Proxmox servers. Enhancing the grasp, on server performance and 

security will improve the monitoring systems efficiency in supervising and enhancing the 

infrastructure of the Proxmox VE server. 
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