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 Anomalies may degrade network performance for specific 

network traffic. Because of its nature, it causes abnormal 

network traffic. Using the K-means clustering method, this study 

addresses the formulation of the problem of detecting network 

bandwidth usage anomalies. The objective of this study is to 
identify potential network traffic anomalies. This study uses the 

K-Means Method to predict the value of the network traffic 

anomalies that will appear. K-Means operates by repeatedly 

iterating based on the initial cluster entered, until the same 

cluster results are discovered. The results of the study indicate 

that predicting the occurrence of anomalies with K-Means will 
help suppress activities that impede network traffic. 
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1. INTRODUCTION 

The evolution of internet technology continues to advance. The Internet network is now 

one of the basic human requirements for personal, professional, and commercial activities. 
Diverse requirements and network development are accelerating rapidly. Obtaining 

information that is rapidly and widely disseminated is one of the gaps that can be exploited 

by some individuals with the sophistication of Internet technology, whose use of the 
Internet is becoming increasingly widespread across multiple social strata. Alongside the 

development of an internet-connected network, network security and management are 

essential components of a system (Ananto et al., 2017)(Chakraborty, 2013). The emergence 
of anomalies in an internet traffic network disadvantages certain internet users. Internet 

service users can see the anomaly with the naked eye. Moreover, further investigation 

reveals that many people are unaware of this fact. The majority of internet users are 
unaware of these threats (Chandel, 2017)(Theodoridis & Koutroumbas, 2006). 

In this instance, network traffic analysis was used to find these actions and activities. 

It is challenging and time-consuming to distinguish between normal and abnormal network 

traffic activity. To determine the order of anomalies (odd) on network connections, network 
analysts must examine all large, small, and wide data (Fink et al., 2002), not just the 
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possibility for network analysts, namely using Paramiko with the K-means Clustering 

method (Aini et al., 2018). 

Paramiko is a Python library for Network Automation and Remote Secure Shell (SSH) 

that supports multiple network device vendors (Gopi, 2007). Numerous devices, including 
Cisco, Mikrotik, Aruba, Juniper, Palo Alto, and many others, are already supported by 

Paramiko. The results of this study can be implemented as a network traffic anomaly 

detection system utilizing paramiko and the K-Means Clustering method, as well as provide 
network administrators with decision-making aids for various network system disruptions. 

2. RESEARCH METHOD 

At this stage, the researcher describes the K-means Clustering performance design 
research flowchart in flowchart form. Utilizing a system flowchart, the researcher creates 

the flowchart. The following is a description of the flowchart depicted in Figure 1: 

 
Figure 1. Research Method Flowchart 

According to Figure 1, the first stage consists of data input in the form of client 

bandwidth data. Then, remove unneeded data from client bandwidth data. 

a. Determine the number of clusters randomly determined by the user (Wulandari, 2014). 

b. Calculate the distance of each point using Euclidean. 

c. Determine the minimum distance after calculating the distance at each centroid point. 

d. The system will then determine if the centroid is no longer shifting. 

The K-means method is a data analysis or data mining technique that utilizes a 

partitioning system to perform data grouping. The K-Means method attempts to group the 

existing data into multiple groups, where the data in one group share similar 
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characteristics while the data in other groups have different characteristics. The K-Means 

method attempts to minimize differences between data within a cluster and maximize 

differences between clusters (Harjono & Wicaksono, 2013). 

In this study, K-Means is employed because it gathers a large amount of testing data 
and produces cluster data after each iteration. The centroid and the number of clusters 

that were used to determine the data must first be determined(Lubis, 2016). Each iteration 

is used to help with the next iteration's process for other data clusters. The predicted 
occurrence of network traffic is then determined using the cluster data from each iteration. 

The following is a list of the steps that need to be taken in order to implement k-

means clustering(Hermanto, n.d.) in the system: 

a. Select a keyword as the initial centroid. 

b. In this system, the centroid or center point in this system is a keyword with two 

attributes: upload and download. 

c. Calculate the distance of the input data keyword with the centroid 

d. In this system, the distance between the input keyword and the centroid, namely 

upload and download, is used to calculate the input keyword. The result of the shortest 

distance concludes that the closest distance belongs to the selected keyword(Putra et 

al., 2015). 

e. Update the value of the centroid point 

f. In this system, the centroid point can be updated so that if a new major is added to the 

agency, the centroid can be updated. 

g. Repeat the calculation of the centroid of each group 

In this system, the calculation of the centroid point can be repeated, if the centroid 

has additional data(Ridho & Kusuma, 2018). 

Calculation of K-means clustering in this system will yield results when calculating the 
distance between keywords inputted with the centroid and determining the cluster based 

on the shortest distance(Zulfadhilah et al., 2016). 

The topology that was utilized in the research, which is depicted in Figure 2 
below(Rosa, 2018): 

 

 
Figure 2. Network Topology 
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Case studies will be conducted on the local network topology design. As a test of data 

retrieval, the topology design employs a single ISP as the Internet source, a Mikrotik and a 

Switch, and two clients.  

3. RESULTS AND DISCUSSIONS 

The data to be tested is tx and rx on each client, The data to be tested is 128.912. 

3.1 Client Detection Test 

Using the paramiko method, data were collected on each client at this stage. By 
invoking Ether 2 on the primary router with IP 192.168.10.0/24 for 12 hours (43200s). 

Export data from the terminal to.csv because the client displayed on the terminal cannot 

be executed immediately after data retrieval. 
 

3.2 Test result 

Based on the initial test results, the distance of each data centroid has been 
determined, with only the top 5 and bottom 5 centroids displayed. 

 

 
Figure 3. Test Results Calculating Centroid Distance 

 

a. Centroid Test Result  

In addition, the results of the tests conducted to examine changes in each centroid 

point show that there is still a change in the centroid point in each data set, even 

though the data displayed only includes the top 5 and bottom 5. 

 
Figure 4. Centoroid Check Test Results 
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b. Centroid Check loop test  

At this point, after iterative checks on each data, there is no change in the centroid 

point of each data, where only the top 5 and bottom 5 data are displayed; therefore, 

the K-Means method test was successfully applied. 

 
Figure 5. Centroid Check Loop Test Results 

 

c. Maximum Value Test 
The following test looks for the maximum value in each data to determine the 

anomaly in each data, where the user determines the anomaly by looking at the 

data in the image below, where only the top 5 and bottom 5 are displayed. 
 

 
Figure 6. Test Results Finding the Maximum Value 

 
Based on the test results data, an anomaly detection analysis is performed manually 

by the user to find out anomalies in network traffic at each specified distance. Can be seen 

in Figure 7 below: 
 

 
Figure 7. Anomaly test results on network traffic 
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Based on the results of the tests conducted to detect anomalies in network traffic by 

determining the maximum value of each data, the top 5 and bottom 5 data are displayed 

during testing. Based on the image above, the top 5 data can be grouped into 2 clusters 

with the code closest centroid 0 and 1 or color codes g and r, while the bottom 5 data can 
only be grouped into 1 cluster with the code closest centroid 2 and color code b. 

4. CONCLUSION 

 
The following conclusions can be drawn from the analysis and discussion of Anomaly 

Detection in Network Traffic: (1) The findings of this study indicate that the K-Means 

Clustering algorithm can be used to detect anomalies in network traffic. And demonstrates 
that the k-means clustering algorithm can group bandwidth data into a predetermined 

number of clusters by calculating the distance between each data point to determine the 

data's proximity. (2) This research can detect anomalies in network traffic. 
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