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The Vigenere algorithm is one of the classic encryption algorithms that is easy to 

understand and apply in the process of securing information. By using the 

vigenere table we can easily read messages that have been encrypted. However, 

the vigenere algorithm is also an algorithm that is difficult to solve, this is 

because to be able to solve a cipher text, a key is needed. With a character 

transition technique based on the sequence of characters in a certain key so that 

the transition form of the character becomes unstable and difficult to guess. The 

vigenere method in general is still not optimal because it only relies on keys to 

secure information, while the vigenere table used is still a standard alphabet that 

has been applied by vigenere and is still incase sensitive or case sensitive. In this 

study we will maximize the use of the vigenere algorithm by randomizing the 

predetermined vigenere alphabet table so that a key and table form are needed to 

be able to solve a ciphertext. 
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1. Introduction 

 

Information is a major aspect of planning. The success or failure of a job depends on careful planning 

based on the information that has been obtained. The object of precise and accurate information will produce 

a job that is fast and accurate as well, but if an information is received by another object outside the plan, 

even if it is our competitor, then that information will become a weapon that can thwart a job. The 

importance of information security has been recognized since ancient times, ancient people have created 

various ways to be able to keep information so that it can be received by the right people[5]. Transmission in 

cyberspace is a data transaction that is personal and prone to being tapped, many applications and sites on the 

web require security, this is to avoid theft of documents and confidential information [3]. 

Cryptography is the science and art of maintaining message security when messages are sent from one 

place to another [2]. Many algorithms were created to maintain message security. Among the well-known 

cryptographic algorithms, namely the Caesar cipher algorithm and the vigenere cipher algorithm, this 

algorithm is a classic algorithm with the plain text method as a message, cipher text as a secret message and a 

key as a key to be able to read the message. Cipher or Encryption is a process where information or data to be 

sent and converted into a form that is almost or not recognized as initial information by using certain 

algorithms. Plain or Decryption is the opposite of the encryption process, which is the process of changing 

back the form of information or data that has been disguised and not recognized into data form as the initial 

information [9]. 

Data security is an important aspect in information technology, this is because the information we send 

is not leaked or consumed by parties we do not want. In the process of sending data, it is very vulnerable to 

theft or eavesdropping by other parties. To avoid the process of eavesdropping or theft of information by 

other parties, an algorithm is needed to protect the information we send so that the information becomes a 
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message that is not understood by other people who do not have access or password to the information. One 

of the algorithms that can be used to encode this information is the Vigenere cipher algorithm[8]. 

Caesar Cipher is one of the oldest and easiest algorithms to implement in cryptography. The method 

used in Caesar cipher is by shifting several blocks of each character in the plaintext as we want with a 

constant shift value so that information that has been disguised (ciphertext) is obtained. To return the 

disguised information (ciphertext) to initial information (plaintext) we only have to shift back each ciphertext 

character in reverse from the encryption process. The following is the general form of the caesar cipher 

algorithm process. 

C = (P) = (P+K)mod 26  

 for the encryption process and 

 P = D(C) = (C-K) mod 26  

for the decryption process. 

Example of the results of encryption with the Caesar cipher algorithm: 

Plain Text S U G I O N O 

Key +3 

Cipher Text V X J L R Q R 

 

Example of the results of the decryption with the Caesar cipher algorithm: 

Cipher Text V X J L R Q R 

Key -3 
Plain Text S U G I O N O 

 

Vigenere Cipher, The Vigenere algorithm is a development of the Caesar Algorithm because basically 

the encryption process in the Vigenere Algorithm is almost the same as the encryption process in the Caesar 

Algorithm, only the Vigenere algorithm adds a key so that the character block transition process is not 

constant as in the Caesar algorithm. The Vigenere algorithm was first discovered by Blaise De Vigenere, a 

diplomat and cryptologist from France in the 16th century. Vigenere Cipher was published in 1856 and was 

only widely known 200 years later. The Vigenere algorithm is very easy to understand and apply and difficult 

to solve without using a key or key from Cipher Text[10]. Vigenere Cipher is a cryptographic algorithm with 

a symmetric key. Modification of vigenere can be done by encrypting each partitioned sub sequence of plain 

text according to the method with a different symmetric key algorithm [1]. 

The method of applying the Vigenere Algorithm can be easily understood by using the Vigenere square. 

The left line represents the key order and the top line represents the Plain Text alphabetical order. Each 

character from the plaintext is shifted as much as the sequence of characters from the Key and so on 

according to the number of characters from the plain text. If the number of characters in the key is less than 

the plaintext, the key will repeat as much as the number of plaintexts. 

Image 1. Vigenere Convertion Table 
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The following is the general form of the Vigenere Cipher Encryption Algorithm. 

Ci = (Pi + Kr) mod26 

The following is the general form of the Vigenere Cipher Decryption Algorithm. 

Pi = (Ci - Kr) mod26 

Description: 

Ci = Cipher Text   

Pi = Plain Text   

Kr = Key 

 

Image 2. Vigenere Cipher Encryption 

 

Example of the encryption process with the Vigenere Algorithm: 
Plain Text S U G I O N O 

+Key G A N T E N G 

Cipher Text Y U H B S A U 

 

Example of the decryption process with the Vigenere Algorithm: 
Cipher Text Y U H B S A U 

-Key G A N T E N G 

Plain Text S U G I O N O 

 

2. Research Method 

 

Cryptography (Cryptography) Comes From The Greek "Cryptos" Which Means Secret And "Graphein" 

Which Means Writing. So In General Riptography Means Secret Writing. Some Experts Provide Definitions 

That Are Poured Into The Literature. The Definition Used In The Old Books States That Cryptography Is The 

Science And Art Of Maintaining The Confidentiality Of Messages By Encoding Them Into A Form That 

Cannot Be Understood Anymore. , And Non-Repudiation. Another Definition Of Cryptography Is The 

Science And Art Of Keeping Messages Secure [7]. Other Terms In Cryptography Include: 

Original message(Plaintext), Plaintext is data or messages that can be read and understood. Can be 

called plaintext is data or complete information from the source. Sender and Receiver, Communication is the 

exchange of information between the sender and the receiver. Sender is an entity that sends information to 

other entities. The receiver is the entity that receives the information. Encryption, The process of disguising 

information into data that cannot be read or understood is called encryption. Decryption, The decryption 

process is the opposite of the encryption process. That is a process of returning data that has been disguised 

into data that can be read and understood by the recipient of the data. 

Ciphertext, Ciphertext is information that has been disguised so that it is not easy for others to read and 

understand. Ciphertext can be read and understood after going through the decryption process. Key 

Cryptographic algorithms are encryption and decryption rules that use mathematical functions. The key is a 
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parameter used to transform the encryption and decryption process. Usually the key contains a string or series 

of numbers. 

Cryptography System, The cryptographic system is a collection consisting of cryptographic algorithms, 

plaintext, ciphertext and keys. Cryptography is the science and art of breaking ciphertext into plaintext 

without knowing the key used. If a cryptographer transforms a ciphertext using an algorithm and the key 

used, a cryptanalyst tries to crack the ciphertext to find the plaintext and the key. 

 
3. Result and Discussion 

 

3.1 Vigenere Cipher Analyze 

 Vigenere ciphers generally use a predetermined alphabet table with a total of 26 alphabets. This makes 

it easier to translate the ciphertext when the specified key is known. To maximize this algorithm so that the 

level of security is higher so it is very difficult to translate the cipher that has been produced, the author 

distinguishes the uppercase and lowercase alphabets so that the number of alphabets produced is 26x2 = 52 

characters. After that, the writer scrambled the alphabet table so that it did not match the alphabetical order in 

general. Thus, even if the algorithm key is found, the cipher cannot be solved without knowing the standard 

table used. The following is the standard Vigenere cipher alphabet table that is used. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Image 3.  Modified Vigenere table 

 
Plain S  u  G  i  o  n o  

Key G a N T e N G 

 

Formula:    (     )       

 

C1 = (S+G)mod52 

C1 = (14+10)mod52 

C1 = 24 => i 

 

C2 = (u+a)mod52 

C2 = (22+39)mod52 

C2 = (61)mod52 

C2 = 8 => L 

 

C3 = (g+N)mod52 

C5 = (o+e)mod52 

C5 = (29+49)mod52 

C5 = (78)mod52 

C5 = 26 => O 

 

C6 = (n+N)mod52 

C6 = (19+21)mod52 

C6 = 40 => X 

 

C7 = (o+G)mod52 
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C3 = (5+21)mod52 

C3 = 26 => v 

 

C4 = (i+T)mod52 

C4 = (23+18)mod52 

C4 = 41 => s 

C7 = (29+10)mod52 

C7 = 39 => a 

 

 

 Then the resulting cipher based on the plain and key above is: 

 

Cipher I L v s O X a 

 

 Thus, we can understand that in the standard use of the previous vigenere cipher, a standard table with a 

sequential alphabet was used so that it would be easier when the key or key was known, this is still not 

maximally secure because it only relies on the key or algorithm key. Meanwhile, in this study, a customized 

vigenere table was used by distinguishing between uppercase and lowercase so that the alphabet used was twice 

as large as the standard alphabet in the previous vigenere table. 

 In this study, the vigenere table used has been scrambled in alphabetical order so that it will be very 

difficult to determine the plaintext even though the algorithm key is known. To be able to solve the ciphertext in 

this study, apart from knowing the key algorithm, you must also know the vigenere table format used. This 

study does not include punctuation in the vigenere table so that it cannot use punctuation in ciphertext 

3.2 Implementation 

At the implementation stage, the research uses the PHP programming language to implement the 

vigenere cipher algorithm. 

 

 
Image 4. Encryption and Decryption Result 

 

Source Code: 
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4. Conclusion 

 

To secure information, we can use the Vigenere algorithm as an encryption medium so that it is not 

easily known by other parties. The vigenere algorithm is an encryption method that is easy to learn and 

implement. The vigenere algorithm can be further optimized by modifying the alphabetical order in the 

vigenere table. By using a modified key and alphabet table, the security of an information is double.  In this 

study, punctuation marks have not been entered into the vigenere table so that they cannot use punctuation as 

a cipher code. 
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