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1. Introduction

Automata comes from the Greek word which means to self-acting, self-willed, self-moving. Automata
theory is the study of mathematical objects called abstract machines and various computational problems it
can solve [1]. So it it clear here that automata is an abstract machine and not a real machine. Automata is
used as the first stage to describes an idea or frame work to develop a model, software or hardware.
Automata is an abstract machine that can recognize, accept, or generate a sentence in a particular language.
In the process it accepts onput and produces output, input string is accepted when it reaches the final state
and vice versa [2].

Carving is a general term for extracting files from raw data, based on the specific characteristics of the
file format present in that data. In addition, carving only uses information from raw data, not from
information from the file system [3]. Carving is a technique that is widely used for file recovery. File
recovery is the process of recovering deleted or corrupted files from digital storage while their file system
metadata is still available. In carving technique, there are three (3) categories, namely Signature-based,
Structure-based and Content-based [4]. Nowadays, with the widespread use of various digital devices,
sometimes evidence of a crime is found in the digital media of these devices. Therefore, the Carving
technique for file recovery has become a method that is widely used in digital forensic investigations.

Image file is a standard specification for encoding information about images into data bits for storage
media. In short, an image is stored and encoded into an image format that is known to identify itself as an
image and provides useful information such as matrix size, bits and depth for easy interaction with the file.
Any program that meets the standard format can open the file and display the image [5]. Currently, there are
various types of image files, in this paper we will only discuss as an example of raster image files, PNG and
GIF.

Research method and data collection used based on literature study, by explaining the concept of Finite
State Automata (FSA) to simulates Carving process in an image file. Currently, modern automata theory
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focuses on the reproduction of human thought patterns and problem solving abilities using artificial
intelligence and other more sophisticated computer science techniques [6].

Research on image identification and recovery has been done and researched before. The following is a
previous study that discusses FSA and identification of Image Recovery: First, the research conducted by
Widyasari (2011) in the journal Sisfotenika, vol. 1, no. 1, pp. 59-67. Widyasari researched about Finite State
Automata (FSA) theoretically and tested on automatic machines. The similarity between previous studies and
this research is that they both describe Finite State Automata (FSA). Meanwhile, the difference between the
research carried out lies in the object used.

Second, research conducted by Ardiansyah, Nila Hardi and Windu Gata, (2020) in the journal
Komputika J. Sist. Comput., vol. 9, no. 1, pp. 75-83. They carried out identification research on JPEG File
Recovery with the Signature-based Carving method and described in automata. The similarities between
previous studies and this research both describe the process of Carving Image Files in Finite State Automata
(FSA). While the difference in the research conducted lies in the object used.

In this paper, we will simulate how the carving process flow for image files is carried out according to
FSA concept. As explained earlier that automatic machines are abstract machines, so here we will only
explain if a string as an input can be accepted or rejected by the automatic machine which is depicted in a
transition diagram and in the transition table. Furthermore, FSA is also tested to prove if an input is whether
accepted or rejected by using the JFLAP v.7.1 application [7].

2. Method

Literature study as a method in academic research aims to develop theoretical and practical approaches.
By focusing to finds basic theoretical foundations and ways of thinking so that a wider and deeper
understanding of the problems that will be studied is obtained. The type of research used is a literature study.
Literature study method is a series of activities related to the methods of collecting library data, reading and
taking notes, and managing research materials [8].

The data collection method used in this paper is based on a review of studies that describe the FSA
theory in detail about how the process flow/simulation of identification of image files using the carving
technique can be described using FSA and testing in FSA to prove if a string that is used as input can be
accepted or rejected as described in the transition diagram. The test is carried out by taking an example of the
signature-based carving process in identifying image files through header and footer codes which are
simulated in automata and tested with the JFLAP application as shown in Figure 1.

' N
Header dan Footer
File PNG dan GIF

i

’ Gambar FSA ’

i

Pengujian FSA dengan
JFLAP

Figure 1. Process flow FSA simulation and testing

Finite State Automata (FSA), also called Finite State Machine (FSM) or Automata is an abstract
machine that consists of a set of states namely the initial state and one or more final states, a set of inputs, a
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set of outputs, and a transition function. The transition function takes the current state and input and directs
the process flow to the next new state [9].

FSA is represented by 5 tuples or M = (Q, Z, 3, S, F) where:

Q = set of states

¥ = set of input symbols

d = transition function

S = initial state, where S € Q
F = final state, where F N Q

Transition function shows the FSA process each step. Then we can use it to determine the order of the
next steps to be processed by the FSA. If M is an FSA, then the relation for each step in FSA M can be
defined as follows:

(91, cw) |-m (92, w) iff ((91, ¢), 92) € 8

Then the relationship for each step in FSA M can occur as much as 0 or 1 step so that:
Ci|-m* C

So the computation of FSA M is a finite order of C0O, C1, C2, ...., Cn where n> 0

Carving is the process of recovering deleted or corrupted files from a digital storage device if the file
system metadata is no longer available. The carving method does not require any file system metadata,
because it will analyze the storage media on a byte per byte basis [10]. Carving method can be divided into 3
(three) categories sorted by level of complexity, namely Signature-Based, Structure-Based, and Content-
Based [4].

Signature-based carving is done by looking for patterns in the dataset that mark the beginning of the file
(header) and the end of the file (footer). Then the header and footer values will be entered into the output file.
After header and footer obtained, all cluster data between header and footer will also be included in the
output file. This technique can also be done using only the header file information, namely by searching the
dataset for the header value while the footer will be searched based on the file size. This technique assumes
that header and footer data of a file is not lost, damaged or deleted and not fragmented [4].

3. Result and Discussion

The process of identifying files from digital media by searching for signature files (headers, footers) and
extracting the information that lies between is known as carving. Files on digital media can start in a cluster,
sector, or any bytes. To optimize the search process to find the signature header, it is enough to look for the
first byte of each cluster or sector [11]. Header-footer signature-based carving is done by looking for the
presence of the header to identify the beginning of the file while the footer is to identify the end of the file, so
that the block between the header and footer is considered the target file [12].

The signature-based algorithm is the easiest technique for identifying file types. This algorithm utilizes
the pattern contained in a file. Many file types start with unique byte patterns called magic numbers that can
be used as information for reliable identification [13].

In explanation above, the method used in signature-based carving is to look for information on one or
both, the header or SOI (Start of File) and footer or EOI (End of File) of an image file to be identified. The
signature file is in hexadecimal form according to the binary value which will then be read byte by byte for
each file [10]. As shown in Table 1., this paper will use the signature information as input to be simulated
through the FSA model.
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Table 1.
Signature PNG and GIF
Raster Signature
Image - -
Header/Start of File (SOI) Footer/End of File (EOI)
PNG 8950 4E 47 0D OA 1A 0A 49 45 4AE 44
GIF 47 49 46 38 03 BB

According to Table. 1, it is known that the header and footer of the PNG file will then be used as input
to the FSA as follows:

Figure 2. FSA PNG Image

Q ={Q0, Q1, Q2, Q3, Q4, Q5, Q6, Q7, Q8, Q9, Q10, Q11, Q12}

¥={0,1}

S={10,11,12,13,14 ... , In}

F={Q12}

Q = set of states

¥ = set of input symbols, indicated by 0 and 1 where 0 is not appropriate (false) and 1 is appropriate (true)
S = the set of input processes, the start of matching the input whether it matches the header to the footer file
F = final state

The FSA above can be explained through the transition function as follows:
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S = set of inputs per byte of header and footer PNG image
QO = true (1) if input = 89 otherwise it is false (0).
Q0=1 —>Q1,Q0=0—> QO
Q1 =true (1) if input = 50 otherwise it is false (0).
Ql=1 —>Q2,Q1=0—>Q0
Q2 =true (1) if input = 4E otherwise it is false (0).
Q2=1 —>Q3,Q2=0—> QO
Q3 =true (1) if input = 47 otherwise it is false (0).
Q3=1 —>Q4,0Q3=0—> Q0
Q4 =true (1) if input = OD otherwise it is false (0).
Q4=1 —>Q5,04=0—> Q0
Q5 =tru (1) if input = OA otherwise it is false (0).
Q5=1 —>Q6,05=0—> Q0
Q6 =true (1) if input = 1A otherwise it is false (0).
Q6=1 —>Q7,06=0—> QO
Q7 =true (1) if input = OA otherwise it is false (0).
Q7=1 —>Q8,Q7=0—>Q0
Q8 =true (1) if input = 49 otherwise it is false (0).
Q8=1 —>Q9,Q8=0—> Q0
Q9 = true (1) if input = 45 otherwise it is false (0).
Q9=1 —>Q10,Q9=0 —>Q0
Q10 =true (1) if input = 4E otherwise it is false (0).
Q10=1 —>Q11,Q10=0 —>Q0
Q11 =true (1) if input = 44 otherwise it is false (0).
Qli=1 —2Q12,Q11=0—> QO
Q12 = Final state.
The following is the transition table from the transition above:
Table 2.
PNG Image FSA Transition table
A 0 1
Q0 Q0 Q1
QL Q0 Q2
Q2 Q0 Q3
Q3 Q0 Q4
Q4 Q0 Q5
Q5 Q0 Q6
Q6 Q0 Q7
Q7 Q0 Q8
Q8 Q0 Q9
Q9 Q0 Q10
Q0 Q0 Q11
Ql1 Q0 Q12
Furthermore, the above FSA test is carried out using the JFLAP application as follows:
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Table 3.
Test using JFLAP
Input Output
111111111111 accepted
101010101010 rejected
111111010101 rejected

L] JFLAP : (PNG ) s
File Input Test View Convert Help x
| Vitpie R |

(Editor |

- Table Text Size
| o

Input I Result
111111111111 Accept
101010101010 Reject
111111010101 Reject

‘ Load Inputs H Run Inputs| H Clear H Enter Lambda | View Trace

Figure 3. Screenshot of FSA test with JFLAP

From Figure 3 it can be seen that the FSA will accept the input string 111111111111 so that the process
ends in the final state. While the input 101010101010 and 111111010101 the process did not succeed in
reaching the final state so that the input was rejected by the FSA.

According to Table. 1, it is known that the header and footer of the GIF file will then be used as input to
the FSA as follows:

Figure 4. FSA GIF Image
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Q={Q0, Q1, Q2, Q3, Q4, Q5, Q6}

=10, 1}
S=110,11,12, ..., In}
F={Q6}

Q = set of states

¥ = set of input symbols, indicated by 0 and 1 where 0 is not appropriate (false) and 1 is appropriate (true)
S = the set of input processes, the start of matching the input whether it matches the header to the footer file
F = final state

The FSA above can be explained through the transition function as follows:

S = set of inputs per byte of header and footer PNG image

QO =true (1) if input = 47 otherwise it is false (0).
Q0=1 —>Q1,Q0=0—>Q0

Q1 =true (1) if input = 49 otherwise it is false (0).
Ql=1 —>Q2,01=0—>Q0

Q2 =true (1) if input = 46 otherwise it is false (0).
Q2=1 —>Q3,Q2=0 —>Q0

Q3 =true (1) if input = 38 otherwise it is false (0).
Q3=1 —>Q4,03=0—>Q0

Q4 =true (1) if input = 03 otherwise it is false (0).
Q4=1 —>Q5,Q4=0—>Q0

Q5 =true (1) if input = BB otherwise it is false (0).
Q5=1 —>Q6,Q5=0 —>Q0

Q6 = Final State.

The following is the transition table from the transition above:

Table 4.
GIF Image FSA Transition table
A 0 1
Q0 Q0 Q1
Q1 Q0 Q2
Q2 Qo Q3
Q3 Q0 Q4
Q4 Q0 Q5
Q5 Q0 Q6
Test using the JFLAP application as follows:
Table 5.
Test using JFLAP
Input Output
111111 accepted
101010 rejected
101101 rejected
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2] UFLAP <unitiedd; Slol X |

File Input Test View Convert Help (.4

Table Text Size

Input | Result
111111 Accept
101010 Reject
101101 Reject

}Loadlnpuls Run Inputs | Clear | Enter Lambda | View Trace

Figure 5. Screenshot of FSA test with JFLAP

From Figure 4 it can be seen that the FSA will accept the input string 111111 so that the process ends in
the final state. While the input 101010 and 101101 the process did not succeed in reaching the final state so
that the input was rejected by the FSA.

4. Conclusion

As can be seen from the discussion and testing using JFLAP, it can be concluded that automata or FSA
can be used for simulations on the signature-based carving method for raster image file types, PNG and GIF.
The state transition in the FSA accepts input that matches the header and footer of a raster image file to the
final state, while for input that does not match header and footer, the FSA will reject the input so that it does
not reach the final state. This simulation is a simple example of implementing the automata concept. Even
though it is only an abstract machine, automata can be used to simulate various other things that will be
solved by computation.
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