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The need for real-time information is very important, to get it quickly and even in 

real time it must be supported by a fast and stable internet network connection. In 

addition, it must also be able to protect the network connection from all kinds of 

threats that can interfere with the connectivity of the connection. In implementing 

the firewall within the company, the concern is the device used, because the 

implementation of the firewall on each device is different. Utilization of this 

firewall is used to filter data packets that will enter the network, using the ACL 

feature. By using ACL data filtering can be done or as a site blocker that is 

considered unnecessary to be accessed by all clients on the local network. In 

addition, as security in the local network, the logical division of network groups 

can be applied using VLANs, the application of VLANs is found on Catalist 

Switches or Multilayer Switches. As a security for the physical path of the VLAN 

connection, a special physical connection path is given to important network 

devices, so that if there is a down or disconnected physical path, it does not 

interfere with other VLAN connections. 
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1. Introduction  

 

 The need for real-time information is very important, to get it quickly, even in real time, it must be 

supported by a fast and stable internet network connection. In addition, it must also be able to protect 

network connections from all kinds of threats that can interfere with the connectivity of the connection. 

According to Plt. Head of BSSN Pusopskamsinas, Adi Nugroho, released by the newspaper on March 1, 

2021, “In 2020, BSSN detected 495,337,202 cyber attacks occurred in Indonesia with the most attacks in the 

form of trojan malware that can damage a system or steal data. 

 In implementing the firewall within the company, the concern is the device used, because the 

implementation of the firewall on each device is different, for example, the Mikrotik Router is different from 

the firewall implementation on the Cisco Router. The use of this firewall is used to filter data packets that 

will enter the PT Dayamitra Telekomunikasi network to exit the network and vice versa. So that the PT 

Dayamitra Telekomunikasi network can ensure that information entering or leaving the network is safe. 

Quoted from the BSSN report (National Cyber and Crypto Agency) taken from bssn.go.id is "The 

National Cyber Security Operations Center (Pusopskamsinas) National Cyber and Crypto Agency (BSSN) 

recorded 88,414,296 cyber attacks have occurred from January 1 to 12 April 2020. In January 25,224,811 

attacks were observed and then in February 29,188,645 attacks were recorded and then in March there were 

26,423,989 attacks and up to April 12, 2020, 7,576,851 attacks have been recorded. The peak number of 

attacks occurred on March 12, 2020 which reached 3,344,470 attacks and after that the number of attacks 

decreased significantly when the work from home (WFH) policy was implemented in various places. 

However, during WFH there have been cyber attacks that take advantage of issues related to Covid-19.  
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The most common type of attack is trojan activity as much as 56% and then followed by information 

gathering activity (gathering information) as much as 43% of the total attacks, while the remaining 1% are 

web application attacks. 

To be able to carry out its objectives, a firewall has four techniques in controlling access and enforcing 

the security policies it applies. Originally, firewalls focused on the virtues of controlling services, namely 

[10]: 

a. Service Control, Determine the type of internet service that can be accessed, inbound or outbound. 

firewalls can filter traffic on the basis of IP address, protocol, or port number; may provide proxy 

software that receives and interprets each service request before it is passed or it may host the 

software's own server, such as a Web or mail service. 

b. Direction Control, Specifies the direction of certain services in which requests can be initiated and 

allowed to flow through the firewall. 

c. User Control, Control access to users with appropriate services trying to access them. This feature is 

usually applied to users inside the perimeter firewall (local user). This can also be applied to 

incoming traffic from external users; the latter requires some form of authentication technology, as 

provided in Ipsec. 

d. Behavior Control, Controlling how certain services are used. For example, a firewall can filter e-

mail to remove spam, or allow external access to only part of the information on a local Web server. 

With the four techniques mentioned above, a firewall implementation can perform packet filtering, then 

a set of rules is applied for each incoming and outgoing IP packet and then it can be left to be passed or 

discarded the packet. Firewalls are usually configured for packet filtering going in both directions (to and 

from the internal network). Filtering rules are based on the information contained in a network packet, 

namely [10]: 

a. Source IP address: The IP address of the system from which the IP packet originated. 

b. Destination IP address: 

c. Source and destination transport-level addresses: Transport-level (for example, TCP or UDP) port 

numbers, which define applications such as SNMP or TELNET 

d. IP protocol field: Defines the transport protocol. 

e. Interface: For firewalls with three or more ports, the firewall interface packets originate from or the 

firewall interface packets are destined for”. 

 

2. Method  

 

In carrying out the research that has been carried out, the authors use methods in carrying out the 

process of collecting data and analyzing experimental results which will later be used as material for the 

preparation of this thesis.  

2.1 Method of collecting data 

The data collection methods used by the author in conducting this research include: 

a. Observation 

Observations are made by observing directly in the field to dig up information and observing the concept 

of data filtering that is running. 

b. Interview 

Interviews were conducted by asking informants regarding the topology and current network schemes to 

make it easier to conduct research. 

c. Literature Study 

The research was also conducted by collecting information related to concepts and theories through the 

Internet, books, e-books, and several related journal references. 

2.2 Research Analysis 

Research analysis is carried out by identifying the needs needed to design the Firewall. The required 

requirements include specifications for hardware (hardware), and software (software) as well as simulations 

used. 

a. Needs Analysis 

Equipment needed to design in building a Firewall include: Package Tracer Software Simulator as an 

illustration of data filtering implementation. 
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b. Design 

Firewall design with Access Control List by forming a tree topology using the Wildcard Mask method, 

this needs to be done as a filtering host that is given permission for outgoing or incoming connections to the 

computer network. 

c. Testing 

At the Firewall stage using the Access Control List, it is done by virtual demonstration using the Packet 

Tracer simulator. 

d. Implementation 

Implementation is done by simulating using the Packet Tracer application by adjusting the computer network 

scheme that is inside. 

 

3. Result and Analysis  

 

3.1 Current Network Schema 

a. Network Topology 

 
Fig 1. Current Network Topology 

In the network topology analysis, the researcher tries to draw a network scheme based on network 

blocks so that it is easy to understand, before explaining the network topology based on network blocks 

designed based on the running network scheme, the researcher will explain the blocks used in the above 

network blocks, including: 

1) S is Server2. R is Router 

2) SC is a Catalist Switch/Multi layer Switch 

3) P is PC 

4) AP is Access Point 

Next, the author will discuss the network topology analysis used at PT Dayamitra Telekomunikasi. In 

analyzing the network topology used, the author divides several groups of devices based on the network 

topology image above, the discussion includes: 

a) The first group of computer network devices consists of: Router (R2), Switch Multilayer (SC1), Switch 

Catalist 2 (SC2), Switch Catalist 3 (SC3), Switch Catalist 4 (SC4), Switch Catalist 5 (SC5), Switch 

Catalist 6 (SC6), Switch Catalist 7 (SC7). Then the network block image as below: 

 
Fig 2. First Computer Network Block Group 
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Based on the first group of computer network devices, the author analyzes the topology used is the star 

type, because Switch Catalist 1 (SC1) is the connection center and resembles a star shape (star). 

b) The second group of computer network devices consists of: Switch Catalist 2 (SC2), Application Server 

1 (S1), Application Server 2 (S2), Application Server 3 (S3), Application Server 4 (S4), PC 1 (P1) and 

Access Point 1 (AP1). Then the network block image as below: 

 
Fig 3. Second Computer Network Block Group 

Based on the group of computer network devices, the authors analyze the topology used is a star type, 

because Switch Catalist 2 (SC2) is the connection center and resembles a star shape (star). 

c) The third group of computer network devices consists of: Switch Catalist 3 (SC3), PC 2 (P2) and 

Access Point 2 (AP2). Then the network block image as below: 

 
Fig 4. Third Computer Network Block Group 

d) The fourth group of computer network devices and so on is almost the same as the Third network group, 

the author immediately analyzes each fourth computer network group and so on until the eighth network 

group the author analyzes the topology used is a star topology. 

 In network analysis, groups of network devices from one to eight form a branch network from a star 

topology. One of the devices from the network group forms a star topology again. This is evidenced by the 

first group of computer network devices, Router 2 (R2) being the connection center for other computer 

network devices in the second group of network devices, as well as the third group of network devices, 

Multilayer Switch (SC2) being the connection center for other computer network devices in the device group. 

third network, and so on. So the authors conclude that the overall network topology used by PT Dayamitra 

Telekomunikasi uses a tree (tree) topology because some network devices that are the center of the first 

group have branching and branching of the first network device to become the network center in the other 

group of network devices. 

b. Network Schema 

 
Fig 5. Network Schema 
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c. IP Address  

 There are several IP Address segments that are used in the running network scheme, whether it is 

experiencing subnetting or not. The following IP address segment is used: 

Table 1 

List of IP addresses 

No IP Address Device Information 

1. 192.168.40.0/22 Access Point Used as a network WiFI  

2. 192.168.30.0/23 Client/PC Used as a connection Client/PC  

3. 192.168.32.0/23 Client/PC Used as a connection Client/PC  

4. 192.168.34.0/23 Client/PC Used as a connection Client/PC  

5. 192.168.101.0/24 Server 1 Application 

6. 192.168.102.0/24 Server 2 Application 

7. 192.168.103.0/24 Server 3 Application 

8. 192.168.111.0/24 Server 4 Application 

9. 192.168.249.8/29 Router  
As a Peer to Peer Router connection 

with Multilayer Switch (SC1) 

d. Network Security 

On a running network system, the network security used is as follows: 

1) There is a VLAN (Virtual Local Area Network) method system that divides several logical connection 

paths based on the VLAN. This VLAN is used to secure data or information from one part or division 

against another part or division so that it cannot be scanned. In addition, if one part is affected by a virus 

or worm or trojan or other, then with the VLAN this part or division will automatically isolate only that 

part or division that is infected and will not spread to other parts or divisions. 

2) There is IP Address management, this can be seen based on the IP Address used, some have experienced 

subnetting. This is enabled so that the IP Address used is limited and not extensive or not much so that the 

user cannot change the IP Address at will. 

3) For the security of the hierarchical internet connection network after the modem is directly connected to 

the router, this is a preventive method so that the internet connection can be better managed on the router. 

Because router devices have features to do more network management compared to modems. 

4) In terms of network security Hotspot or WiFI there is filtering or MAC Address filtering. Only MAC 

addresses that have been registered with the IT Division can use this Hotspot or WiFI network. 

3.2 Problem 

 The network system that runs consists of 3 floors, which is the subject of research after doing research 

there are main problems including: 

a. The connection of the VLAN line on the Catalist 2 Switch (SC2) to the Multilayer Switch (SC1) uses 

one cable connection, the connection is a VTP Trunk. This is very risky if one cable experiences a 

connection interruption or is disconnected which could have been caused by being bitten by a rodent or 

by a natural disaster such as a lightning strike this will result in 4 servers, some clients and one access 

point will not connect to the network, 

b. Limitation of internet connection access rights connected to the system on each client with various 

divisions or sections free to connect. Should be limited to access to each user who only has an interest 

in accordance with the responsibilities and work needs based on the section or division. 

3.3 Solution 

 To solve the problem, the researcher tries to propose several views, including: 

a. To provide access to VLAN lines contained in vital network devices such as servers, it should not be 

combined with other devices. So if there are problems handling maintenance can be done quickly. So 

the VTP connection that connects the Catalist 2 Switch (SC2) with the Multilayer Switch uses the VTP 

Access method. So there is a separation of the server VLAN lines with other devices that become one in 

Switch Catalist 2 (SC2). 

b. Activate the firewall by using the Access Control List method, limiting connection access on the client 

by filtering data, so that data entering and leaving the network can be recognized and its validity 

guaranteed when connecting to an FTP Server on the internet. 
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3.4 Proposed Network Design 
 To be able to filter incoming and outgoing data, requires an Access Control List method or also known 

as ACL. This ACL is a feature contained in Cisco Routers, and in this study the author tries to implement an 

Extended type ACL with an id number between 100 to 199. Because the extended firewall type ACL can 

filter the specifics of the data you want to filter in more detail. 

 
Fig 6. Proposed Network Topology 

 The proposed network topology does not change the current topology, because the researchers are 

trying to explore the capabilities of each existing device so that it is more optimal in keeping the business 

processes running even though there are problems. In the problem, the researcher tries to analyze if there is a 

connection interruption with the disconnection of the cable transmission media that connects SC 2 (Switch 

Catalist) with SC 1, it will result in connections to the server all existing network devices are not connected. 

Therefore, it is necessary to take a connection path one by one because each server has a virtual path that is 

different from one another. So the author of each virtual server path has one cable connection so that if there 

is interference with the disconnection of one cable it does not interfere with the connection to other servers. 

The other device is a router which is in the network topology given the initiation of R2 (Router 2). This is so 

that the router on the backbone network can filter every incoming or outgoing data packet and can also block 

a website that is considered harmful or dangerous if one of the existing clients connects to the website. 

Examples are video-based websites, or movie sites that can reduce the available bandwidth. 

 
Fig 7. Proposed Network Schema 

 In the form of the network scheme that the author designed, the Switch Catalist (SC 2) device that 

connects application servers with each server has a different virtual path, namely VLAN 11 for server 1, 

VLAN 12 for server 2, VLAN 13 for server 3 and VLAN 14 for server 4. The author tries to design with a 

network scheme adding 4 cable connections so that the cable that connects SC2 to SC1 is 5 cable 

connections. The 5 (five) immune connections I use 1 connection as a VLAN Client1 connection line, 1 
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connection as a VLAN Server 1 connection line, 1 connection as a VLAN Server 2 connection line, 1 

connection as a VLAN Server 3 connection line, 1 connection as a VLAN connection line Server 4. With 

VTP Access (Virtual Trunking Protocol) method. Furthermore, the device that is being developed is Router 

1, on the router device there is an Access Control List (ACL) feature. With the extended ACL method, the 

author tries to build a firewall that is useful for filtering data packets that are on a server that is connected to a 

router opposite Router 1 (R1). 

3.5 Proposed Network Security 
 For the proposed network security system, an addition is made in the form of activating a firewall using 

the Access Control List (ACL) feature. By filtering incoming and outgoing data packets. In addition to 

filtering, the author also adds blocking of internet access on a site that is considered detrimental, besides that 

the researcher limits access to clients who can make internet connections with full access or not. 

3.6 Application Design 

 In this proposed network, the writer divides some of the main material proposed in this research, 

including: 

A. Change the Virtual Trunking Protocol (VTP) connection from Trunk mode to VTP Access mode. 

The author's reason is that if there is a cable transmission medium connecting SC 1 (Switch Catalist) with SC 

2 as the Trunk method VTP which is on the 26th floor, it is disconnected (because it is eaten by rodents, or 

because of nature being struck by lightning and other reasons) it will not interfere with the connection. Other 

VLANs (VLAN 35, VLAN 25, VLAN 11, VLAN 12, VLAN 13, and VLAN 14). 

The following is the proposed configuration design that the author did: 

Table 2 

Proposed VTP Access Method Design 

Perangkat Port Keterangan 

Switch Catalist 2 (SC2) 

– Switch Catalist (SC1) 

FastEthernet 0/10 Koneksi VTP Metode Access untuk VLAN 35 

FastEthernet 0/11 Koneksi VTP Metode Access untuk VLAN 11 

FastEthernet 0/12 Koneksi VTP Metode Access untuk VLAN 12 

FastEthernet 0/13 Koneksi VTP Metode Access untuk VLAN 13 

FastEthernet 0/14 Koneksi VTP Metode Access untuk VLAN 14 

FastEthernet 0/15 Koneksi VTP Metode Access untuk VLAN 25 

Source: Research Object (2021) 

a. Configure Catalist 2 (SC2) Switches 

SC2(config)#int fa0/10 

SC2(config-if)#swi mod acc 

SC2(config-if)#swi acc vlan 35 

SC2(config-if)#exit 

SC2(config)#int f0/1 

SC2(config-if)#swi mod acc 

SC2(config-if)#swi acc vlan 11 

SC2(config-if)#exit 

SC2(config)#int f0/12 

SC2(config-if)#swi mod acc 

SC2(config-if)#swi acc vlan 12 

SC2(config-if)#exit 

SC2(config)#int f0/13 

SC2(config-if)#swi mod acc 

SC2(config-if)#swi acc vlan 13 

SC2(config-if)#exit 

SC2(config)#int f0/14 

SC2(config-if)#swi mod acc 

SC2(config-if)#swi acc vlan 14 

SC2(config-if)#exit 

SC2(config)#int f0/15 

SC2(config-if)#swi mod acc 
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SC2(config-if)#swi acc vlan 25 

SC2(config-if)#exit 

SC2(config)# 

b. Configure Catalist 1 (SC1) Switch 

SC1(config)#int fa0/10 

SC1(config-if)#swi mod acc 

SC1(config-if)#swi acc vlan 35 

SC1(config-if)#exit 

SC1(config)#int f0/1 

SC1(config-if)#swi mod acc 

SC1(config-if)#swi acc vlan 11 

SC1(config-if)#exit 

SC1(config)#int f0/12 

SC1(config-if)#swi mod acc 

SC1(config-if)#swi acc vlan 12 

SC1(config-if)#exit 

SC1(config)#int f0/13 

SC1(config-if)#swi mod acc 

SC1(config-if)#swi acc vlan 13 

SC1(config-if)#exit 

SC1(config)#int f0/14 

SC1(config-if)#swi mod acc 

SC1(config-if)#swi acc vlan 14 

SC1(config-if)#exit 

SC1(config)#int f0/15 

SC1(config-if)#swi mod acc 

SC1(config-if)#swi acc vlan 25 

SC1(config-if)#exit 

SC1(config)# 

 In this proposed network, the researcher analyzes that there are several sections or divisions that can 

access a system that should not be allowed to connect. For example, the Marketing division cannot access a 

File Transfer Protocol (FTP) server located on the internet. Researchers consider this ftp server provided for 

use in the field. What important data is in the field such as: reporting on the BTS soil structure, the location 

or field of BTS installation and others. The Marketing division or division is in the IP Address segment 

owned by clients on the 26th Floor, which is 192.168.32.0/22. 

1) The following is the proposed configuration design: 

Router(config)#acc 101 deny ip any host 192.168.80.1 

Router(config)#acc 101 deny tcp 192.168.32.0 0.0.1.255 host 192.168.80.2 eq ftp 

Router(config)#acc 101 permit ip any any 

2) View the ACL 101 configuration on Router 1: 

Router(config)#do sh acc 101 

Extended IP access list 10 

deny ip any host 192.168.80.1 

deny tcp 192.168.32.0 0.0.1.255 host 192.168.80.2 eq ftp permit ip any any 

3.7 Network Testing 
 With the VTP Access method, researchers argue that managing existing networks is because the 

existing VLAN connection line has 1 cable line so that if there is a problem in one of the VLANs, you can 

immediately identify the problem based on the cable connection that connects Switch Catalist 1 (SC1) with 

Switch Catatlist. 2 (SC2). Time management in handling obstacles is faster. 

One more thing about network management is to limit access based on client groups or divisions or parts that 

are not interested in accessing the system. So that the server that serves the request is not too busy, so that the 

connection on the client to the server can be isolated which causes the connection to be smoother. And every 

request to the server, the server will quickly respond to the request. 

3.8 Network Management 
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In this initial test, the writer did the following points that the writer tried to describe. 

a. Testing VTP using the Access method. 

 In Switch Catalist 2 there are several VLANs, namely: VLAN 11 contains application server 1, VLAN 

12 contains application server 2, VLAN 13 contains application server 3, VLAN 14 contains application 

server 4, VLAN 25 contains Access Points, and finally VLAN 35 contains 25th floor clients. As for this test, 

the author does how the 6 VLAN connection responds to other devices on the network. 

b. Testing the filtering of FTP  

 Server data packets to the Client consisting of several parts or divisions, from the section or division the 

need for a connection to a different system according to the needs based on the responsibilities of the related 

division or section. In this study, the author raises the existence of authorization of access to a file system that 

is on an internet connection in the form of an FTP server to the marketing division or division. The researcher 

considers that this marketing division or division should not require connection access to an FTP server, 

because an FTP server is provided for the need for field documents in the installation, organization, repair of 

BTS (Base Transceiver Station). The client-client network scheme used by the marketing division or division 

is located on floor 26 with the IP address segment 192.168.32.0/22. While the FTP server is on the opposite 

LAN Router network with the IP address 192.168.80.2/24. Here, the researcher only filters FTP (File 

Transfer Protocol) data packets, while other data packets on the FTP server are not filtered. In this test the 

author will test the connection and call the ftp server on each client. 

c. Final Test 

 In this final network test the author tries to draw conclusions based on the problems raised, including: 

1) Change of VTP connection system from Trunk to Access 

 In accordance with the tests that the author did and show in Figure IV.4 to Figure IV.8 all groups of 

network devices that you on the 25th floor based on VLAN can connect to all existing devices. So that if one 

of the existing VLANs is disconnected, the IT division or division can quickly analyze the problems that 

occur and can easily repair the lost VLAN connection path. 

2) Filtering data packets against the FTP server at the client or marketing division. 

 

4. Conclusion 

 

The final conclusion that the author implemented on the network scheme is in the attached image, the 

existing clients when testing or testing connections using the ping command in the command prompt 

application to the ftp server have no problems or connect. Likewise, when remotely using the ftp server using 

the command prompt application, it still connects or succeeds. But when in the marketing division, when 

remotely using the ftp server using the command prompt application, the request for ftp data packets on the 

client is blocked or cannot be forwarded, meaning that it does not connect or does not remotely the ftp server. 

Based on the discussion that has been made by the researcher as follows below: 

a. By using VTP (Virtual Trinking Protocol) Access mode, each VLAN that is on a different Switch can 

be connected, and this Access mode provides a one-way cable connection link for one VLAN to 

communicate with the same VLAN on a different Switch. 

b. By activating the firewall using the Access Control List (ACL) feature, it can be used to block sites that 

are considered irrelevant to the work needs of the company. 

c. By further optimizing the ACL can create access rights on a system that is connected to the internet. So 

the system can only be accessed on clients who need the system. 
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