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1. Introduction

Based on Aceh Governor Regulation Number 119 of 2016 that the Aceh Communication, Information
and Encryption Service (Diskominfo and Aceh Sandi) has the authority to manage technology and
information assets in the Aceh Government. As an institution that manages information systems in the Aceh
Government, Diskominfo and Sandi Aceh have utilized information technology and have implemented
services in carrying out good governance efforts for the Aceh Government's information system security to
build reliable and reliable services in managing data. Centralized center. Along with the rapid and
sophisticated development of the world of technology, the internet is a communication network that uses
electronic media (Fathurrahmad, & Yusuf, 2019), which are connected to each other using the global
standard TCP/IP system as a packet exchange protocol (Sarno, 2009; Fathurrahmad et al. al, 2019). The
internet must be used wisely (Pinariya & Lemona, 2019) to prevent users from accessing the internet
negatively, namely pornography, gambling, SARA, piracy, hoaxes, and others (Suroso, 2019; Hwian, 2017).
The consequences of accessing websites are negative and affect the mentality of a human being (Haniza,
2019). The Ministry of Communication and Informatics (Kemkominfo) is a Ministry within the Government
of Indonesia in charge of communications and informatics affairs. The main role of the Ministry of
Communication and Information is to monitor all websites that will be filtered using TRUST+ filtering.
Website blocking must be done carefully so that unwanted things do not happen.

Some websites have domains and have HTTP and HTTPS protocols. HTTP protocol is a protocol that is
not commonly used because it can cause data leakage. Whereas HTTPS already uses SSL encryption and
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leaks are easier to prevent. Blocking HTTP websites is easier than HTTPS. Based on these problems,
researchers are interested in conducting further research related to network security by using HTTP and
HTTPS website filtering using MikroTik (MikroTik ID, 2020). For HTTP you can use a web proxy, while
HTTPS uses Layer 7 to block websites. After that it blocks VPN traffic as website tunneling (MikroTik ID,
2020). The specific objectives of this research are:

a. Evaluate the extent to which security management has been carried out at the Aceh Communications,

Information and Encryption Office.

b.  Designing a model regarding website filtering for negative web protection network security.

The related research conducted by Sulaiman (2016) conducted a simulation implementation trial using
Cisco packet tracer 6.2, an analysis was carried out on each type of switch port security to determine its
reliability, usability, and utilization in the field. Meanwhile, Muzakir and Ulfa (2019), simulated a network
security system using Wireshark on every packet sent that could not be read (blocked) both on the HTTP and
HTTPS protocols. The performance of the tools in a proxy router does not guarantee good security, the
effectiveness of security depends on the administrator's ability to configure the security. Another case was
done by Holik et al (2020), making a defined network concept for software applied to an industrial network.
In this study, the Industrial Network Protection System (INPS) is designed and implemented and focuses on
developing the decision function of the Artificial Intelligence (Al) module. As a result, an artificial neural
network model was created, which was used for network traffic evaluation in the Al module, developed and
tested comprehensively.

Previous research conducted by Muklas, Supendar, and Sulistianto (2020), where the firewall filtering
system and web proxy filter negative sites. The results of the study found that the proxy web proxy was able
to block sites both URLs, keywords, and time settings for using social network access. In this study,
MikroTik could not block all negative content on the internet. Noviansyah. and Saiyar (2020) also conducted
research on the application of a web proxy using a proxy router to block social media sites and streaming
sites to support user work activities. After the implementation of a web proxy, users cannot access sites that
are not suitable for work and learning, and only users who can pass the authentication process can access the
wireless network. Based on previous research, limiting the use of internet access can minimize the
occurrence of data leakage and negative behavior from users.

2. Method

2.1 Research Objects and Paths

Based on the results of the literature study, conclusions are drawn from various similar studies that have
been carried out to determine the best system flow and in accordance with the research case study. The
network topology design used remains the same model as the initial network topology design. Changes made
to convert MikroTik into an Intrusion Detection System (IDS) are the use of firewalls and mail. The Intrusion
Detection System workflow begins with the detection of data packets that are considered dangerous by the
firewall, along with the sequence of actions taken by the firewall. The research flow is carried out as shown
in Figure 1 Research Flowchart.

Literature Study
/ Observation

Early Problem
Identification

Audit

Research result

Fig 1. Research Flowchart
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2.2 Research Sites and Equipment Needs

The research was conducted in the Information and Communication Technology Division of the Aceh
Communications, Information and Encryption Service, as well as tools and materials to support this research in the form
of hardware used is a Lenovo laptop with an Intel® Core (TM) i3-3230M @ 2.60 Ghz processor, and 6.00 RAM. GB.
The operating system used is Windows 7 PC. The software to support this activity is Winbox and Google Chrome.
2.3 Steps and Stages of Information System Security Audit

The steps and stages of the work process consist of several important stages, starting with connecting the proxy
router and blocking websites using web proxies and layer 7 and disabling VPN (Virtual Private Network) traffic.

MikraTik

Connectto the
internet

Access
forbidden
websites

.............................. . WP

Blockusingweh Praxy and
Layer?

wehbsite blocked wWebsite opened

Fig 2. Flow Method and Work Process

3. Results and Analysis

3.1 Data
Web page data that has been filtered is 296,619 originating from the TRUST+ domain belonging to the
Ministry of Communications and Informatics and Internet Syariah, totaling more than 2.6 million blacklisted
websites. The negative site category consists of several categories, namely:
Pornography
Fraud
Gambling
Malware
Radicalism/Terrorism
SARA/Hate
Child Porn
Violence
Copyright infringement
Etc.
Work Steps
Before filtering the website, all tools and materials must be prepared to work on a project to block
domains from negative websites which consists of two protocols namely HTTP and HTTPS. The steps taken
are:
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HTTP Website Filtering
HTTPS Website Filtering
Closing VPN Access
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3.3 Filtering Website HTTP

After the Mikrotik device is connected to the internet, then open IP Web Proxy and then tick Enable.
Terms of activating Web Proxy must first activate Transparent Proxy by clicking IP = Firewall and in the
NAT tab click the + sign and select chain dstnat, TCP port, and so on port 80.
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3.4 Filtering Website HTTPS
To cover the weakness of the web proxy as a substitute for filtering using Layer7. Enter the IP menu -

Firewall and click the Layer7 Protocol tab. Enter the filtered URL address by including the website name and
Regexp.

Firewall L7 Protocol <youtube 1> Firewal Rule <> =B
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(a. Rule Layer7) (b. Layer7 insert HTTPS filtering command)
General Advanced Edra Action | Statistics
Action: ﬂ
Cltog
Log Prefix: | v Enable

(c. HTTPS filtering command blocks websites)
3.5 Results and Discussion
In this study, the results obtained through access to websites that are filtered using a web proxy and
layer7 are:
a. Using a Web proxy
The results of Figure 4.17 can be seen that the HTTP website has been blocked using a web proxy
without redirecting to another site.

ERROR: Forbidden

While trying to retrieve the URL http://m. pornhammer.com/:
* Access Denied

Your cache administrator is agugustamammahlian@gmail.com.

Generated Wed, 31 Jul 2019 02:14:23 GMT by 192.168.12.1 (Mikvotik HitpProxy)

Fig 3. HTTP website has been blocked
The results from Figure 3 can be seen that the HTTP website has been blocked using a web proxy and
can redirect to all other sites.
b. Using Layer 7

P T T Masuk

Lihat apa yang sedang
(Q teutl minat Anda. terjadi di seluruh dunia
saat ini
99 Dengarkan yang orang rama perbincangkan.
Bergabunglah dengan Twitter sekarang
() Bergabung dalam percakapan. joga.

Masuk

Fig 4. HTTP website has been redirected to another site

Based on the results above, we can see that access to the prohibited website will be redirected to another
website that contains this page cannot be accessed. Filtering using a Web Proxy is a bit more complicated
because you have to activate the transparent proxy first. For HTTPS websites such as thepiratebay.org, it is
almost impossible to filter using a Web Proxy because the site from the domain is encrypted with SSL. In
general, HTTP protocol websites are marked as insecure in some browsers.

1588

Accredited “Rank 4”(Sinta 4), DIKTI, No. 36/E/KPT/2019, December 13th 2019.

Jurnal Mantik is licensed under a Creative Commons Attribution-NonCommercial 4.0 International License (CC BY-NC 4.0).



Network Security to Protect Negative Web: A Case Study of The Government of Aceh (Syafrinal, et al)

Situs ini tidak dapat dijangkau
Alamat IP server www.facebook.com tidak dapat ditemukan.
Coba jalankan Diagnostik Jaringan Windows.

DNS_PROBE_FINISHED_NXDOMAIN

Muat ulang

Fig 5. HTTPS website has been blocked

Based on the results above, it can be seen that website access that has been filtered using Layer7
automatically refuses to connect. Filtering using Layer7 is more practical by including Regexp. All websites
today use HTTPS to protect data from leaks. Almost all browsers already have a lock symbol when accessing
the website.
3.6 Discussion

Maintaining data security and internet use in cyberspace can not only be done by administrators and
human resource management in an agency. Even though education and direction have been carried out, there
needs to be synergy and intensive collaboration with stakeholders, namely the government to provide internet
literacy to employees so that they can fortify themselves and surf the internet safely. Filter techniques in
MikroTik can be used as an alternative in preventing negative websites from being crawled by employees.
Some studies have applied various techniques and the use of artificial intelligence in limiting the use of
negative web, some are expensive. However, this study provides a solution only for facilities that are already
available at the Aceh Government agencies so that MikroTik management can be used very well in managing
negative content.

4.  Conclusion
There are several conclusions drawn based on the discussion on the results of the analysis. The

conclusions drawn from this Practical Work Lecture are as follows:

a. Based on the results obtained from this practical work course project, almost all HTTP and HTTPS
protocol websites can be blocked using the filtering technique in MikroTik.

b. Using a VPN is almost impossible to block using a proxy because setting up a proxy to block a VPN is
very complicated.

c. MikroTik device is able to block almost all websites using Layer7 and mangle and can't turn off VPN
traffic.
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