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1. Introduction

With growing concerns of privacy, there has been issues about data stored in cloud. Particularly privacy and
integrity. While local network storage has been primarily the domain of corporations, individuals began to
see such network storage as alternative to cloud-based storage [1]. However, the inherent economical issues
would leave individual users relying on the simplicity of cloud-based storage.

Instead of a cloud-based storage (in which one would have to routinely pay for rented data storage
space), we develop our own local cloud-based storage scheme. Of course, we are not suggesting completely
abandoning cloud storage services; we suggest to augment it and leave the cloud storage to store the data
which may mislead any potential adversary. One way to achieve this is by building network storage system
locally. Some use cases for local network storage are: (1) Home-based 10T to avoid surrendering data to
outsiders [2], (2) Improving workflow where data sharing is frequent [3][4], (3) Small and medium
enterprises [3][5], (4) Efficient Data Storage [6].

Thus we came up with the necessity to build our own storage scheme. The requirement is to build a
simple and easy to replicate using existing off-the-shelf hardware. Thus, we are using SATA-based drives for
the sake of affordability.We are also analyzing the monetary cost and concerns of running such a system. The
cost will be compared on per-TB basis to ensure level comparison across systems. Because we are comparing
it against cloud storage, we need to consider the recurring cost of rented cloud storage. When considering
single-board computers for the core of our network storage, care should be given to ensure SATA
compatibility because we are dealing with consumer or prosumer-grade hardware. Assuming we use
Raspberry Pi, given the ubiquity [7], as the brain of our storage, we need some form of SATA add-on cards.
Single-board computers are chosen because they are relatively power-eficient. Raspberry Pi can be powered
by 3 A from USB or less for older generations and they can share power with add-on cards if necessary [8].

Potential bottleneck within the Raspberry Pi has been identified: USB interface, medium write speed,
network connection speed. Using USB 2.0 and Raspberry Pi 3B, one can easily get away with using HDD
due to the Pi's ethernet speed at 100 Mbit/sec (this will not clog the SATA nor the HDD bandwidth). Even on
Pi 4 with Gigabit Ethernet at 1 Gbit/sec, the bottleneck of HDD was not as noticable given that HDD typical
speed of roughly 100 MB/sec [8]. Once we exceed gigabit ethernet, however, the drive speed started to
became a bottleneck. Hence, for the time being, we can safely use hard disk drive.

There are also similar work by Maguire in 2018 in which it was built using Raspberry Pi Zero which
was a micro-controller in contrast to single-board computer. The key concern is that the performance of
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Raspberry Pi Zero and throughput of the connection. Pi Zero tends to max out at 10 Mbps while Raspberry Pi
3b can run at 100 Mbps. The work was comparing Pi Zero versus Pi 2 [9].

2. Method

We are proposing to build the NAS, then address the common concerns regarding the do-it-yourself storage
systems. The build was based on Raspberry Pi 3B and RockPi SATA HAT with dual drive to assess our
software integration. As mentioned, we do not concern over transmission speed which had been bottlenecked
in Raspberry Pi's 100 Mbit ethernet and USB 2.0 interface. Given that RockPi SATA HAT is built with
Raspberry Pi 4 and USB 3.0 in mind, using USB 2.0 type A of Raspi 3 is plausible at significantly reduced
speed (10 MBps for Pi 3-based versus 100 MBps for Pi 4-based). Additionally, we also need a router to allow
easier administration and locating the NAS.

As to the Raspberry operating system to run on top of the hardware, we are using Raspbian OS, the
one favored by Raspberry Pi foundation as its "default” operating system. Raspbian OS is Debian-based
Linux and had been validated to run with Raspberry Pi hardware by default. We are using headless
installation because there is web interface for that, and we can keep our Raspberry Pi operate faster. We need
install RockPi SATA HAT driver as well to allow the OS to recognize SATA drives later. After which we will
need to run mdadm utility such that it will be able to manage multiple drives in RAID mode.

Software-wise, one can build it using OpenMediaVault due to its substantial throughput and better
web interface allowing users to access from any client in the network [10]. With Raspbian, we can use
OpenMediaVault because it is built around Debian OS and Raspbian OS is a further branch of Debian.
OpenMediaVault is also having docker feature, allowing for future capability expansion by adding modular
softwares without interfering with the OpenMediaVault core or Raspbian OS core. After installation, we need
to take note what is the address of the OMV. Usually in the router, it had been named "raspberry". This means
we can quickly locate the NAS and start accessing it.

From the build, we came up with common concerns in which we shall address in the Results and
Discussion section.

3. Results and Discussion

There are five concerns around do-it-yourself storage system (or any other do-it yourself creations): set up
difficulty, security, cost, appearance, and maintenance. We will discuss such concerns in the following sub-
sections.

3.1 Set-up concerns

Primary problem is the difficulty of setting up due to its rather technical nature unlike pre-built NAS or cloud
storage. While indeed there are quite a handful of instructions on the Internet, many users still find setting up
a NAS difficult and prefer the simplicity given by cloud storage systems. This is one upside of cloud storage:
they make operations by individuals as simple as drag and drop. However, the simplicity comes at a price of
privacy in which users surrender their data to the cloud provider which can remove contents "in violation to
terms of services" and companies have been known to retroactively impose new terms on existing contents.
Similarly, pre-built NAS is also provides similar benefit of simplicity at a cost of right to repair and cost.

3.2 Security

Another issue of concern is security. This stems from assumption that the NAS would be exposed to the
public internet. Concerning CIA triad, we need to consider the security in form of Confidentiality, Integrity,
and Availability. Confidentiality and Integrity aspects can be dealt with together through limiting access
only to authorized personnel. Using OpenMediaVault as reference model, we can build some form of access
control list and only open a limited amount of services such as NFS, FTP, and SMB/CIFS. The access control
list takes form of whitelist in which only pre-allowed users are allowed to access the NAS. Such features are
already available by default on OpenMediaVault. On the other hand, availability would need to be considered
in such a way that data inside the storage can be accessed virtually at all cost. One way to achieve this is to
provide some form of redundancy. The problem is that it will need additional instruction to allow the SATA
to also do RAID system [11]. Using quadruple drive set up, the preferred system is RAID 5 leaving us with 2
or 3 active drives plus 1 parity drive with up to 1 hot spare in case of emergency. Dual-drive system would
only benefit from either JBOD or RAID 1. RAID 1, while offering maximum protection, halves usable
capacity. JBOD, on the other hand, would offer limited protection from data loss (if one drive is, the other
drive still works and we only lose the data in the lost drive).
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Users would also need to weigh in what they need: redundancy or raw storage. If users choose
redundancy, then RAID 1 or 01 is by large the most secure because one can mirror the entire stripe of data
and this can withstand up to 50\% drive failure. On the other hand, if users need raw capacity storage, then
JBOD is the recommended option because the total capacity is the sum of all disk capacity. RAID 0 is not
recommended because any lost drive means the entire array is broken completely.

One may be tempted to use wireless networking because the convenience of less cable. This is not
recommended due to interference, risk of unauthorized access attempt, and inconvenience of re-locating the
NAS every time the NAS is shut down for maintenance. Thus, one should always try to use wired connection
for their NAS with a wired router. Given that wireless routers also have several Ethernet ports, one can use
such port to connect the NAS to the router then use the wireless to connect additional users as denoted in
Figure 1. Routers can be configured to only allow specific IP or Mac address to connect to other specified
address, further protecting the NAS.

== ((t"'))

Wireleds Router

Raspberry Pi NAS

User 1 i_ . User 2
l.-
e — 35N

User 3

Figure. 1. Preferred connection strategy (WAN can be omitted for local storage not connected to the outside
network).

Figure 1 shows three users and Raspberry Pi NAS connected to a router in which the users within the

network are connected wirelessly with the router and the NAS are wired to each other. This approach would

allow the users to conveniently connect to the NAS while offering the NAS protection from interference.

3.3 Cost

Table 1 shows the typical pricing of cloud storages, excluding packages for corporates, lifetime payment, and

family packages. We also assume the yearly package to be more economical than the monthly ones. Thus, we

use yearly package unless they only offer monthly.

TABLE 1
CLOUD STORAGE PRICE COMPARISON [14]

Capa  Monthly price

Vendor List Price city per TB
Google USD 100/year 2TB  USD 4.17
Sync usD 6TB USD3.33

20/month
pCloud usD 2TB USD 3.85
95.88/year
IceDrive USD 180/year 5TB  USD 3.00
Mega.io EUR 299/year 16 USD 1.83
B
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Microsoft 365 USD 1TB USD5.83
69.99/year
Dropbox USD 199/year 3TB  USD 5.56

Cost issues are fairly on Raspberry Pi's side: SBC and SATA HAT together costs about 150 USD, add in
quadruple 3.5" tray and associated cables, we can easily expect the cost to be 190 USD per system excluding
HDDs. One can cut costs by using dual-SATA HAT and older Pi (which together does not exceed 100 USD).
Compared to pre-built NAS storage which could start at 250 USD for 2-bay, 350 for 4-bay models, the
pricing looks appealing. Then let us consider comparing quad HDD for equivalent cloud-based storage.

Our question then evolves to how long until we break even from cloud against Pi-based NAS.
Quadruple 8 TB will yield 32 TB with 24 TB usable spaces, let us consider making 21 TB to account for
operating system overhead. At 300 USD per HDD for NAS-grade ones, total cost for 21 TB is 1400 USD
against 460 to 1470 USD per year for 21 TB. In many cases, by third or fourth year, the rented cloud storage
started to break even against home-brew NAS.

With the advent of Shingled Magnetic Recording drives, we can consider using those drives to cut costs
for the benefit of NAS. While the weakness of random write performance should be acknowledged, but using
such drives in mostly read operations is not cause for concern. Using RAID array, we can slightly increase
the performance of the array [15].

3.4 Appearance
Some may found the look of SBC-based NAS rather disagreeable, due to ill-organized cables and visible
circuit boards. This could be alleviated by building the system with some sort of case and fan which further
adds to the cost. On the other hand, open look would maximize cooling performance because hot air could be
dissipated away passively through radiation.

We need to also keep in mind that the pre-built NAS has more simplified look. We have options either
to buy a fitting case or to 3D print a case based on what we need. Our recommendation here is to 3D print the
case to accommodate future expansion such as adding a router functionality or scaling the NAS up.

3.5 Maintenance

Maintenance of the Raspberry Pi NAS would require users to routinely re-format the microSD card and
repeat the entire software installation process. While this is inconvenient to many people, the frequency of
maintenance can be reduced throught the means of shutting down when not in use and only use it as NAS
with no additional functionality.

We will conservatively assume 100,000 hours of mean time between failure (MTBF) per drive. We are
also able to compute the annualized failure rate (AFR) which are a parameter of the chances a drive to fail in
a given year. Through our conservative assumption and equation(1), we can calculate that the chance of a
drive failing in a given year is about 8.4%. From this number, we can estimate as well how often our drives
need to be replaced depending on risk tolerance.

—8768

AFR = 1 — eWMTEF 1)

At 8.4% failure rate per year per drive, and quadruple HDD setup, we conclude that there is a 30%
chance of a drive failure in a year. As HDD prices tends to decline, we can economically replace drives as
we need. In the future, when solid state drives’ prices are competitive to HDD, replacing entire HDD array
in favor of SSD. We can as well prolong the life of the HDD slightly by generalizing equation (1) by
replacing the number 8766 (the number of hours in a year) into the annual active hours (how many hours in
a given year the drive is on). Thus, we can calculate the longevity of our NAS and plan the upgrade
accordingly. In limited circumstances, we can defer upgrading in favor of replacing on failure-basis. This is
not recommended.When the time comes to replace the entire HDD array, the suggested plan would involve
building a second NAS and backing up to the second NAS. That way, we can maximize the longevity of the
storage medium we are using.
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4. Conclusion

To summarize, we are suggesting users to build their own NAS using Raspberry Pi and configure it due to
cost and privacy concerns. While configuring it could take time, users can be assured that the data is theirs
and they know how to fix certain troubles. The future for this project is to augment the NAS with sneakernet,
improved scalability, and simplicity for complete beginner to tech. In internet-constrained household, NAS is
the preferred method because of no internet cost. For users accustomed to plug and play external hard drives,
we can suggest adding a router inside the system and have 8 port switch with rear-facing WAN port facing
the router. Said router then plugs to the NAS.We can also suggest to add scalability using Kubernetes and
added Raspberry Pi as the master node and work nodes. The configuration is one master node without added
drives and all other Raspberry Pi act as worker nodes with all the drives shared between them (3 drives + 1
parity per node). This should be further reinforced with nested RAID array between nodes. The
communication with those outside the local network could be handled over through sneakernet. Using
properly encrypted network is also accepted, but this will open vulnerability of someone on the other side
accessing what should not be accessed. Thus, moving a copy of the medium is preferred for the sake of
security and, in many instances, throughput [17]. Another concern of using sneakernet is internet
transmission cost against cost of moving the physical medium.
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