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The rapid spread of information and communication technology, particularly
e-commerce, has changed the way economies transact around the world,
expand markets, and make it easier. However, along with these advances, a
new problem has arisen in the form of increasing cases of online fraud that are
detrimental to consumers. Online fraud, especially those that occur on e-
commerce platforms, is one of the main problems that threatens consumer
trust in companies (Hartanto, 2016). This qualitative study was carried out
with normative juridical methods. This method looks at laws and regulations,
case studies, and academic research. The study found different types of online
fraud, ranging from sending goods that don't fit the description or counterfeit
goods to using the wrong payment system. Despite the fact that the ITE Law
provides a strong legal basis for cracking down on fraudsters, there are several
challenges in implementing it (ZAHRA, 2025). These include constraints
with digital forensic human resources and difficulties in identifying and
tracking perpetrators. Additionally, the lack of digital literacy makes the
situation worse because consumers are more vulnerable to fraud. As a result,
this study suggests increasing the technical capacity of law enforcement
officials, cross-sector collaboration between the government and the public,
and better digital literacy programs to create a safe, fair, and trustworthy e-
commerce ecosystem (Andreaningrum et al., 2024).
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1. Introduction

Aspects of human life have changed due to advances in information and communication
technologies, including trade. With ease of access, process speed, and wide market coverage, e-
commerce is now one of the main means for people to make transactions to buy and sell goods
and services online. E-commerce offers many benefits for consumers and business actors.
However, behind this convenience, there is a new risk in the form of many online fraud crimes
that harm the community. This issue is very important because the number of fraud cases
continues to rise, indicating a gap between regulations and law enforcement, despite the
existence of regulations (Sanusi, 2024).
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However, there are new challenges behind the ease, especially the increase in online fraud
cases. Fraud can be carried out in a variety of ways, such as using a fake identity, sending goods
that don't match the description, delivering goods after payment, or tampering with the
payment system. This action undermines public trust in the electronic commerce system in
Indonesia, in addition to harming consumers financially (Dianta, 2023).

The development of information technology has changed the way people transact, especially
through e-commerce platforms that make online transactions easier and more efficient.
Platforms such as Tokopedia, Shopee, and Bukalapak are increasingly popular among
Indonesians of various demographics. However, this increase allows cybercriminals to commit
various types of fraud, such as identity forgery, the sale of counterfeit goods, and the misuse of
personal data. The situation has worsened due to several factors, including the lack of digital
literacy among some consumers and the lack of verification of business actors on digital
platforms (Hukum & Pasundan, 2024).

The data shows a huge increase in online fraud cases from 2014 to 2022. There were 62 cases
recorded in 2014, and this number continues to increase until it reaches 191 cases in 2022. This
shows that this threat is increasingly real and serious. This increase shows an increase in the
number of internet and e-commerce users as well as weaknesses in consumer protection
systems and limited law enforcement efforts. Therefore, online fraud on e-commerce platforms
should be considered a legal and social issue that requires serious attention from governments,
law enforcement, platform providers, and society itself. It's not just a technical problem
(Purnama Ramadani Silalahi et al., 2022).

The Government of Indonesia passed Law Number 11 of 2008 concerning Electronic
Information and Transactions (ITE Law) to create a clear legal basis for electronic activities. Law
Number 19 of 2016 improves several provisions in the ITE Law, especially those related to
clearer definitions, regulations on the implementation of electronic systems, strengthening
people's rights in using the internet, and stricter regulations (Fathurrachman & Dian Alan
Setiawan, 2022).

In the case of online fraud, Article 28 paragraph (1) of the updated ITE Law emphasizes that:
"Everyone deliberately and without the right to spread false and misleading news that results in
consumer losses in Electronic Transactions." The act is criminally threatened based on Article
45A paragraph (1) of Law 19/2016, which states: "Every person who deliberately and without
the right spreads false and misleading news as referred to in Article 28 paragraph (1) shall be
sentenced to imprisonment for a maximum of 6 (six) years and/or a maximum fine of
Rp1,000,000,000.00 (one billion rupiah)."

Law Number 19 of 2016 also explains several important things about electronic transactions.
First, Article 26 establishes the responsibility of the Electronic System Operator (PSE) to protect
user data, stating that the use of data must be based on the consent of the individual concerned.
Second, Article 40 paragraphs (2a) and (2b) regulate the removal of unlawful content, including
content related to fraud, which the state authorities decide. Third, this law also includes more
detailed provisions on the procedure for investigating cybercrimes. This is done to clarify the
authority of investigators in handling violations in the digital field. Fourth, to protect
consumers from various forms of online crime, consumer rights are strengthened in electronic
transactions (Suharto, 2024).

Given this situation, law enforcement efforts to combat online fraud on e-commerce platforms
cannot rely on existing laws. A comprehensive strategy is needed that includes strengthening
law enforcement officials, cross-sectoral collaboration between the government, e-commerce
platforms and the community, and prevention efforts through digital literacy and education. It
is hoped that the electronic commerce ecosystem in Indonesia will become safer, more
transparent, and more reliable for all parties involved if all parties work well together
(Annastasyia Mukrimah Yusuf, Ma'ruf Hafidz, 2024).
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2.  Method

This study uses a qualitative approach. This method aims to analyze the law as a standard that
governs public behavior, especially in terms of law enforcement Law Number 19 of 2016 against
online fraud that occurs on e-commerce platforms. There are three main approaches: the legal
approach, the case approach, and the conceptual approach. Primary legal materials are laws
and court decisions, secondary legal materials are scientific literature and journals, and tertiary
legal materials are legal dictionaries and encyclopedias. The data collection method consists of
studying regulations, academic literature, and relevant court decisions. This normative juridical
method is chosen to study the doctrinal interpretation of digital legal provisions. On the other
hand, the conceptual method contextualizes the modus operandi of fraud within legal theory
(Trisnawati, 2023).

The applicable legal provisions are described, their application in specific cases, and the
obstacles to online fraud law enforcement are identified through a descriptive-qualitative
analysis of the data obtained. This research not only tracks actual conditions but also offers
solutions to improve legal protection for consumers in electronic transactions in the digital age.
It is hoped that this research will make a theoretical and practical contribution to the

development of cyber law and consumer protection in Indonesia (Rodriguez de las Heras
Ballell, 2017).

3. Analysis and Results
3.1. Forms and Modes of Online Fraud that occur on E-Commerce Platforms

Fraud that occurs online on e-commerce platforms is now an increasingly complicated and
difficult problem to overcome. The fraud modes used by perpetrators are increasingly diverse
and sophisticated along with the rapid development of digital technology. Fraud like this
threatens public trust in e-commerce platforms that are supposed to be convenient and safe for
transactions.(Albert, 2002) They also take consumer money. Online scams that often occur on
e-commerce platforms are as follows:

a) Shipping Goods Not Up To Description: This is one of the mostcommon modes of fraud.
Actors usually offer very interesting product descriptions, either in terms of quality,
price, or features. Consumers are swayed by seductive information and then pay.
However, when customers receive the product, they find that it does not meet the
promised description of the quality, color, size, or even the type of product itself. For
example, people buy electronic devices with certain specifications, but the ones they
receive turn out to have much lower specifications or even counterfeit goods. The
existence of ambiguity in product descriptions or the lack of strict control procedures on
e-commerce platforms are the two main factors causing this mode (Eka Putri & Kartika
Wati, 2024).

b) Fictitious Goods: Thieves sell items that are not real or do not exist at all. Advertisements
for products that seem to be real and at very attractive prices are made by the
perpetrators. The promised goods are not delivered until the consumer is interested and
pays. Offenders typically use fake identities or easy-to-delete accounts to avoid
recognition and protect themselves from legal action. Because fraudsters often delete
accounts or change their digital identities after committing fraud, it is difficult for
consumers or authorities to track the whereabouts of these unreal items (Streel &
Husovec, 2020).

c) Not Delivering Goods After Payment: In this mode, the perpetrator makes a transaction
that initially appears legitimate. The perpetrator offers the object that appears attractive to
the consumer, but after they pay, the perpetrator disappears without delivering the item
in question. After the transaction is completed, the perpetrator usually simply disappears,
so the customer only receives a fake notification or no delivery confirmation at all. This
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mode is increasingly popular on e-commerce platforms that do not have sufficient
verification or consumer protection systems. Additionally, some perpetrators use fake
accounts, which are often altered or deleted to avoid further searches (Setyawan et al.,
2023).

d) Payment System Manipulation: This category includes fraud committed by individuals
who use errors or flaws in payment systems available on e-commerce platforms. For
example, perpetrators may redirect transactions from secure payment systems to personal
accounts or ask customers to pay through platforms that are more vulnerable to fraud. In
some cases, the perpetrator may also request payment through unprotected methods,
such as direct transfers to personal bank accounts or using third-party apps that don't
have clear security guarantees. Since transactions are not recorded on the e-commerce
platform in question, this mode often causes customers to lose their money without the
goods received (Anderson et al., 2012).

e) Use of Fake Identities: This type of fraud involves people using fake identities or accounts
to manipulate consumers. On e-commerce platforms, perpetrators often create profiles
that appear to be very legitimate. They can impersonate well-known sellers or merchants,
or even fake positive reviews and ratings to attract customers' attention. After making a
transaction, the perpetrator then deceives the customer in a similar way to other methods,
such as sending an inappropriate product or even not delivering the item at all.
Consumers feel deceived because they think they are transacting with people who are
supposed to be trustworthy (Porter, 2021).

This mode of online fraud not only harms customers financially but also damages public trust
in e-commerce platforms. Consumer trust relies heavily on the assurance that e-commerce
platforms can conduct safe and reliable transactions. As scams like this continue to occur,
customers become more vigilant and may avoid online transactions. As a result, the
development of the digital economy can be hampered. Additionally, consumers can
experience loss of money, time, and even personal data that is misused.

Overall, this diversity of fraud modes shows that online fraudsters are increasingly adept at
exploiting the weaknesses of existing e-commerce systems. This shows that while e-commerce
platforms offer a lot of convenience, they also need to be more proactive in building secure
and transparent systems. Online fraud can be reduced with the strict application of laws and
increased public awareness of the security of digital transactions (Izazi et al., 2024).

3.2. Law Enforcement against Online Fraud Based on Law No. 19 of 2016

To handle and take strict action against fraudulent practices that harm consumers, especially
in the rapidly growing world of electronic commerce, Law Number 19 of 2016 concerning
Electronic Information and Transactions (ITE Law) provides a clear legal framework to deal
with the problem of online fraud that often occurs on e-commerce platforms. The presence of
this law is increasingly important to ensure that users of e-commerce services are safe and
secure as online transaction activities increase (Ramli et al., 2020).

Article 28 paragraph (1) of the ITE Law has one of the most important provisions related to the
control of online fraud. A person can be subject to criminal penalties if "Everyone knowingly
and without rights spreads false and misleading news resulting in consumer losses in
electronic transactions." This provision is intended to prevent fraudsters from deceiving
customers by using electronic media. This scam is usually done by displaying counterfeit
goods, selling inappropriate items, or telling potential buyers false promises (Afriani &
Hidayati, 2024).

Article 45A paragraph (1) of the ITE Law stipulates that perpetrators who are proven to have
committed acts as mentioned in Article 28 paragraph (1) can be sentenced to imprisonment for
a maximum of six years or a maximum fine of Rp1,000,000,000.00. These sanctions show that
the state takes the crime of fraud in electronic transactions seriously and seeks to punish the
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perpetrators. It is hoped that this strict provision will increase people's sense of security when
transacting electronically and reduce the rate of online fraud (Tuju et al., 2025).

Law No. 19 of 2016 regulates the protection of user data in addition to the provisions of false
information. Article 26 requires Electronic System Operators (PSEs) to maintain the
confidentiality, integrity, and security of user data. PSE can also only use such data with the
user's consent. This is an important component of e-commerce transactions, where the security
of customer data must be maintained so that irresponsible parties do not misuse it (Nurlaili
Janati et al., 2023).

Article 40 paragraphs (2a) and (2b) of the ITE Law add to consumer protection by requiring e-
commerce platforms to remove content or electronic information that contains unlawful
content, including content related to fraud. In other words, PSEs are obliged to remove or
terminate access to such content in cases where counterfeit products or fake offers are sold on
their platform. The goal is to avoid further losses for customers (Indonesia, 2024).

The law enforcement process against online fraud cases still faces many challenges even
though a fairly complete legal framework is available. One of the main problems is that it is
difficult to find and supervise fraudsters who often use fake accounts and fake identities and
use technologies such as VPNs to disguise their existence. The process of investigating,
arresting, and prosecuting cybercriminals is hampered by this circumstance (Simanungkalit et
al., 2024).

These various obstacles show that the handling of online fraud cases is highly dependent on
the strength of laws such as the ITE Law and how the law is applied in the field. There is a
need for increased technical capacity of the apparatus, more cooperation between e-commerce
platforms and law enforcement officials, and broader digital literacy programs throughout the
community. To create a safe, fair, and trustworthy e-commerce environment for all users,
effective law enforcement must be combined with systematic prevention efforts. ITE has more
specific sanctions for online fraud compared to the Criminal Code and the Consumer
Protection Law, but digital evidence and identification issues complicate enforcement.

4. Conclusion

Along with the rapid use of digital technology in trading transactions, online fraud is on the rise
on e-commerce platforms. Consumers have been harmed and lost trust in e-commerce
platforms due to various fraudulent modes, including shipping goods that do not match
descriptions, counterfeit goods, and payment system manipulation. Law Number 19 of 2016
(ITE Law) regulates law enforcement against internet fraud perpetrators. However, there are
some obstacles in its implementation, such as difficulties in identifying perpetrators and lack of
digital forensic resources. Therefore, governments, e-commerce platforms, and the public must
work together to better protect consumers through better law enforcement and broader digital
literacy training. E-commerce fraud not only requires legislation but also better investigations
and proactive cooperation between regulators and platforms.
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